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Going the Last Mile

O
ne of the things I continually

rail about in the Web services

world is the lack of last mile

technology – you know, the

ability to get a Web service in front of

a user. Even though a large number of

Web services are designed solely for

computer to computer communica-

tion the continuing reality is that more

Web services are designed to interact

directly or indirectly with human beings.

The problem, as I’ve stated before, is that

there is no concept of user interface in Web

services – no way to go that last mile and reach

the end user. We’ve got a plethora of technolo-

gies to solve other problems, such as security

or transactional integrity; sometimes we even

have multiple standards for solving those 

problems.

Now, don’t get me wrong, I know that hav-

ing a transactional semantic, as complex as it

sounds, is simpler than providing a generic

approach to user interface. Computers have

different operating systems, with different

presentation constructs. Java took a shot at

ubiquity of user interface with its write

once/run anywhere approach, but the least

common denominator approach they took

with AWT and Swing left a bad taste in many

people’s mouths (not to mention that it left

many people going to get a cup of coffee while

they waited for the screen to respond).

Regardless, Java failed to create a ubiquitous

front end.

Ideally, we’ve abstracted the business rules

into Web services, so all that’s left for the front

end is presentation logic – displaying data, act-

ing as a data-gathering device that forwards all

requests in coarse grained calls to a back end

Web service.

Reality makes it a little more complex, as

screen data population (think drop down list

boxes, etc.) is rarely part of a pure Web services

API design. So some additional Web services

are usually needed for screen support.

Mix in things like validation (making sure

the social Security number is nine digits, no

alphabet characters), dependencies between

screen controls (like filtering one drop-down

based on the selection in another) and condi-

tional displays (graying out options, 

or removing screen elements based on

selections), and you have something

that is more complex than just render-

ing screen elements. Then try to figure

out how to do this in a neutral manner

with regards to operating systems, and

you have a good idea why no one has

wanted to go here.

There is some hope however.

Microsoft will be releasing a technology 

known as Avalon as part of their Longhorn

release. Avalon will abstract the presentation

logic into a format known as eXtensible

Application Markup Language, or XAML.

Based on XML, XAML describes the presenta-

tion aspects of an application’s user interface.

Like HTML, it is tag based, but unlike HTML,

it’s designed to be implemented on a native

user interface (Windows, in this case),

although it can also be utilized in a browser.

At the moment, no mention has been made

of placing this language in open source or

making a Web services standard out of it.  

Let me be the first to urge that this happen.

Please, donate this to the community.

It would or should not be difficult to move 

a language that describes a user interface to

other platforms. XAML will also work in

Internet Explorer and for all intents and pur-

poses that’s a separate platform. And realisti-

cally, the language describes screen elements

that are nearly identical across platforms any-

way – a button is a button is a button, whether

it’s on a Mac, a Windows machine, a Solaris

box, or a Linux PC. Sure there’s always the

chance of incompatibilities, or dummying

down, but I’d take that (in the first release, 

at least) in exchange for being able to describe

my application without code and let the oper-

ating system figure out how to run it, and what

to display.  

So I’m going to keep my fingers crossed.

This is a good idea. Finally, the last mile.

About the Author
Sean Rhody is the editor-in-chief of Web Services Journal.

He is a respected industry expert and a consultant with a leading 

consulting services company.

sean@sys-con.com
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W
eb services are already changing

the integration model for enter-

prise applications, and they

offer even greater promise for

the future. It’s not going to happen

overnight, but there is an ever increasing

focus on incorporating Web services into

new applications and existing infrastruc-

ture in order to achieve standards-based

information exchange. This expanding

universe of Web services will allow not just J2EE

applications, but all applications, to interact and

exchange information freely, and permit develop-

ment to proceed unencumbered by proprietary

communications constraints.

Both J2EE and the Microsoft .NET framework

have pushed the edge of the Web services enve-

lope. Both platforms have already adopted Web

services as their future integration model, demon-

strating that Web services will become even more

widely accepted and soon emerge as the dominant

integration method. 

Currently, J2EE is the prevailing enterprise

development environment. More and more enter-

prises are already starting to expose their massive

installed base of J2EE applications as Web services.

The J2EE platform is now extremely powerful and

broad in its capabilities, integrating features for

both the server and client sides to enable existing

enterprise Java components to be exposed as Web

services and Java clients to invoke them. And more

Java advancements are in the works.

The Java community is already at work on J2EE

1.5. The next release of this powerful platform

incorporates new standards and language features

from the recently announced JDK 5.0 and makes it

even easier and more productive to create Web

services. The JDK 5.0 language extensions support

more productive Java development and deploy-

ment, enabling the Java code to be annotated with

higher-level business process and other informa-

tion. These improvements allow even higher-level

abstractions to be built on top of Web 

services to solve real business problems, mapping

directly onto solutions that come from business

domain experts and enabling Java to more natural-

ly support business process execution language

(BPEL) environments.

As J2EE has advanced, so has the maturity and

number of .NET applications. Soon Web services

developed for these platforms will be able to com-

municate freely and without restrictions

based on their platform. Development shops

will be able to take advantage of each plat-

form depending on their specific business

needs, without having to worry as much

about integration and interoperability issues.

Even with all this progress, Web services

are still at the beginning of their evolution.

There will be continual pressure to evolve

specifications for both .NET and J2EE and

create new specifications that can help IT teams

better manage these complex transactions. 

Security, reliability, and performance are the

three primary areas where there is the most immedi-

ate need for advancing Web services. Some in the

industry believe comprehensive Web services securi-

ty, the kind to bet a business on, is nowhere near

where they would like to see it. And reliability, espe-

cially of third-party Web services, is still elusive. 

Following the natural progression of most com-

puting paradigms, Web services security will likely

be the first area of concentration for improvement,

with high availability of Web services not far

behind. However, until Web services and the 

platforms on which they are built advance in these

areas, enterprises may decide to stick with the

older integration model of components, especially

enterprises that demand extreme levels of per-

formance, security and reliability. 

Much work is already underway by vendors, the

open source community, and standards organiza-

tions to address these challenges. In the meantime,

enterprises can manage system performance and

employ tools to help them achieve better perform-

ance of Web services today. 

Tools available from Borland and other compa-

nies can already help manage and measure the

performance of Web services, and help tame some

of the complexities of developing a service-orient-

ed architecture (SOA). For example, some of

today’s tools can simplify everything from model-

ing high-level views of enterprise SOA implemen-

tations, to applying best practices and successful

patterns to implementations, to auditing software

for security holes before the software is deployed.

Eventually, security and reliability, as well as

performance, will be addressed at a more function-

al level within the technology platform itself.

Vendors such as Borland, Sun, BEA, and IBM are

already collaborating to push the technology 

Bright Future for J2EE 
Web Services Development
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M
eeting these manage-

ment requirements

becomes even more

difficult as organiza-

tions must manage components

that are distributed and deployed

on heterogeneous operating sys-

tems, platforms, and languages. IT

management often requires the

merger of a variety of management

technologies, standards, and tools

to successfully manage these IT

assets. Some of these management

standards, such as JMX and WMI,

define standard interfaces for a par-

ticular platform that are resource

specific and do not generally inter-

operate well. 

The Web Services Distributed

Management (WSDM) Technical

Committee was formed within

OASIS to meet these challenges. 

This committee’s charter is to define 

protocols for managing distributed

resources using Web services stan-

dards and to develop a model for

representing Web services as a man-

ageable resource. As a result of this

work, many organizations are asking

questions such as “How can I lever-

age WSDM in my development?” and

“Should I abandon JMX develop-

ment in favor of WSDM?”

JMX and WSDM can and should

fulfill an important role in the man-

agement of your IT environment.

JMX is a key technology for instru-

menting Java applications with man-

ageability, and WSDM can serve as

the overall interaction technology

between your management systems and

managed resources. 

This article offers you further guidance

on the use of these two management tech-

nologies in a single management ecosystem.

We begin by reviewing the current state of

JMX and WSDM. We then present specific

challenges in mapping from JMX to WSDM.

We present one potential solution to this

mapping problem, followed by specific

steps that you can take with JMX today to be

better prepared for WSDM tomorrow.

Overview of Java Management
We will begin surveying the state of the

Java Management Standards and the work

done by the Java Community Process (JCP)

to support management in both the J2SE

and J2EE platforms.

The JMX 1.2 specification, defined in JSR

3, was initially created to specify an API and

overall management architecture for the

Java platform. The architecture, illustrated

in Figure 1, consists of three distinct layers: 

• Instrumentation layer: Responsible for

encapsulating management resources

using MBeans. MBeans are Java objects

that implement resources and their

instrumentation and follow the design

patterns and interfaces defined in the

JMX specification. The JMX specification

defines four types of MBeans: standard,

dynamic, open, and model MBeans.

• Agent layer: Contains an MBean Server

that acts as a registry for MBeans, allow-

November 2004 w w w . w s j 2 . c o m10
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ing clients to locate and access them

through a standardized interface. All

management operations on MBeans are

brokered through the MBean Server.

Additionally, the Agent layer contains a

series of additional services (timing,

dynamic class loading, monitoring, and

relationship) that can be dynamically

loaded to extend the functionality of a

JMX agent.

• Distributed layer: Contains a series of

adapters and connectors that make the

JMX agent available remotely. An MBean

can be accessed either by local clients

residing within the same JVM, or through

remote clients running outside the

address space of the JMX Server hosting

the MBeans. The remote clients could be

developed using a programming language

other than Java. These clients access the

MBean Server and the MBeans through a

JMX Connector.

One important feature missing from the

JMX 1.2 specification is a standard way for

remote clients to access the management

capabilities exposed through MBeans. The

JMX Remote API 1.0 specification, defined

in JSR 160, fills this gap and defines JMX

connectors for RMI and an optional JMX

Management Protocol (JMX-MP). 

JMX-MP is a TCP-based protocol for

accessing the MBean Server and MBeans

from non-Java clients. A JMX-MP–based

JMX connector would allow, at least in theo-

ry, non-Java management systems to man-

age Java applications. In practice, however,

this approach is unlikely to find wide indus-

try adoption because it requires implement-

ing a new wire protocol for program-to-pro-

gram interaction in different languages

where many already exist.

You will notice that these specifications

only outline the basic management mecha-

nisms and do not define the specific man-

agement models, that is, the MBeans and

their interfaces, for managing either a J2SE

JVM or a J2EE Server. These tasks are

addressed through two separate specifica-

tions, JSR 174 and JSR 77.

JSR174 defines a management model for

a Java Virtual Machine (JVM). This JSR has

added management and monitoring APIs in

J2SE 5.0 that expose valuable information

about the JVM, including health indicators

such as memory usage, thread contention,

class loading behavior, and garbage collec-

tion frequency. With the JMX support added

in J2SE 5.0, JMX and RMI connectors are

now part of J2SE, and a platform-level

MBean Server is available within every JVM.

Packaging of the JMX protocol within the

JVM makes it much easier to instrument any

Java application with manageability.

JSR 77 defines a management model for

J2EE Server. This JSR defines a set of man-

aged interfaces for resources exposed within

a J2EE Server, including JMS, EJBs, and Web

applications. These managed resources

define a standard way to model and interact

with the J2EE container, including depend-

encies between objects, and state and met-

rics on the components.

Overview of Web Services
Management 

Before making specific recommenda-

tions for how to evolve JMX toward support-

ing Web services management technologies,

FIGURE 1 Management in Java

FIGURE 2 Management Using Web Services
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we should spend a few minutes reviewing

the state of Web services and Web services

management. It would not be hard to argue

that XML and Web services have emerged as

the dominant distributed interaction mech-

anism across heterogeneous platforms over

the Internet. Much of this adoption is due to

their platform neutrality, extensibility, ease

of use, and wide industry acceptance.

Broadly accepted standards such as WSDL,

SOAP, and UDDI are also helping to drive

the use of Web services within and outside

corporate boundaries.

The factors that make these technologies

attractive for general-purpose distributed

applications also make them an excellent

choice for exchanging management infor-

mation. As we have seen with Java manage-

ment standards, two important things are

necessary for developing management stan-

dards based on a new technology: 

1. The basic mechanisms to format the

management information

2. A model to manage the technology itself

To meet these objectives, the OASIS

WSDM TC has been working on defining an

approach for representing manageable

resources using Web services interfaces, in

addition to developing a management

model of a Web service as a manageable

resource. These capabilities are represented

in the Management Using Web Services

(MUWS) and Management of Web Services

(MOWS) specifications, respectively. An

important goal of the WSDM work is to pro-

vide an extensible architecture that comple-

ments existing management technologies

(e.g., JMX, CIM, SNMP/MIB) while still

offering model neutrality across these het-

erogeneous interfaces.

The basic architecture of a WSDM-based

environment follows the typical SOA-based

model of “publish-discover-interact,” shown

in Figure 2. A manageable resource is repre-

sented with a Web services interface using

WSDL. This manageability interface is then

exposed by a manageability provider. The

manageability provider acts as a proxy

between the client and the managed

resource, enabling clients to execute man-

agement operations. The additional steps of

describing the management interfaces,

interacting between clients and manage-

ment providers, discovering the endpoints,

and securing the overall interaction are

addressed by applying the corresponding

Web services technologies.

MUWS defines a wire-level specification

for managing distributed resources based

on Web services technologies. It relies on a

number of open standards, including XML,

WSDL, SOAP, and UDDI. Additionally, the

specification incorporates new standards

such as WS-Notifications and WS-

ResourceProperty. 

Besides supporting traditional request-

response interactions for invoking opera-

tions and accessing attributes, managed

resources must also be able to send out

one-way asynchronous notifications.

Support for notifications is defined within

the WS-Notifications specification.

While the Manageability Endpoint oper-

ations are describing using WSDL, the man-

agement capabilities, or attributes, are

defined using resource properties as defined

within the WS-ResourceProperty specifica-

tion. A management capability could repre-

FIGURE 3 MUWS logical model

FIGURE 4 WSDM interaction model
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sent any number of aspects of a manage-

ment interface for a resource, including:

• How do I distinguish among manageable

resources? 

• How do I get metrics (e.g., performance

data) about a manageable resource?

• How do I monitor and configure manage-

able resources?

• How do I control (start, stop, restart)

manageable resources?

• How is one manageable resource related

to another manageable resource?

Figure 3 shows the relationships among

some of the entities defined within the

MUWS specification. Listing 1 outlines a

few examples of how resource identity,

state, and metrics can be represented using

the MUWS specification. The Identity type

is used to distinguish among manageable

resources, ResourceState defines operations

for starting and stopping the service, and

the Metrics identify the metrics for the

managed resource. These management

capabilities help in exposing the manage-

ment model for a resource, and MUWS

offers the appropriate constructs for this

model to be exposed in a standard way. It is

important to keep in mind that WSDM

MUWS does not define a management

model but has constructs to expose such

models.

JMX for Instrumentation,
WSDM for Interaction

The WSDM MUWS specification is being

developed primarily as a single, standards-

based mechanism for management applica-

tions to interact with manageable resources.

Yet it is also clear that MUWS is not intend-

ed to replace JMX-based instrumentation or

other similar technologies. As Figure 4 illus-

trates, MUWS can serve as a bridge to these

existing instrumentation technologies,

including aspects of SNMP/MIB, CIM, JMX,

or other proprietary management frame-

works.

It should be evident that JMX continues

to be a very relevant standard for instru-

menting Java-based applications, even with

WSDM in the picture. WSDM MUWS is not a

programming language API, and developers

still need the capability to instrument their

applications with the appropriate messages,

metrics, and control mechanisms; JMX

clearly serves this purpose. But for more

general management interactions (e.g.,

across applications, management systems,

or managed resources), a more cross-plat-

form, standards-based interface is required.

For example, if you had a requirement to

aggregate JMX resources with WMI

resources in a distributed manner, this

would not be a straightforward task. The

WSDM MUWS specification provides the

needed mechanism and platform neutrality

to address this challenge. 

The complementary nature of JMX-

based instrumentation and WSDM-based

interaction among managed applications

and management systems is clear. However,

to make integration a reality, developers

need a mechanism to expose their JMX-

instrumented applications using WSDM

interfaces. Referring to the JMX architec-

ture, this mapping could be addressed

through a JMX-WSDM connector.

Developers could use JMX to build manage-

ability into their applications, and WSDM-

compliant managers could be used to man-

age these applications through a JMX-

WSDM connector. 

Challenges
Creating a bridge between JMX and

WSDM may appear to be a trivial matter.

However, in practice, a number of factors

complicate the mapping process. We have

already discussed the lack of JMX APIs for

exposing management models in standard

manner. There are also some other difficul-

ties in mapping from JMX to WSDM, as well

as some specific WSDM constructs that are

not present in JMX today. 

• Inadequate support for exposing man-
agement models.
As we noted earlier, the WSDM MUWS

specification has the notion of a state

model, metrics, and relationships that allow

a management model to be exposed in a

standard way. Today JMX does not support

these capabilities at the same level, often

leaving the architects or developers to cre-

ate the necessary APIs on a per-project

basis. This situation can be problematic,

making it almost impossible to create a sim-

ple, automated way to translate any JMX-

exposed management model through

WSDM.

This isn’t to imply that JMX cannot be

used to expose a well-designed manage-

ment model. But it is hard for a client to

extract that model by simply using the avail-

able JMX APIs. The good news is that work

is being done to expose management mod-

els via JMX. The J2EE Management specifi-

cation, for example, exposes a J2EE Server

management model built on JMX.

• Data type impedance mismatch.
A JMX MBean in its most general form

can use complex Java objects to represent

attribute values, operation arguments,

return values, and JMX notification fields.

While WSDM offers support for complex

types, automated translation from a JMX

type to an appropriate XML Schema data

type is not always straightforward.

In fact, this data type mismatch is prob-

lematic even in an all-Java world. The man-

agement application requiring access to the

MBean needs to load the JAR files provided

by the managed application. With such tight

coupling, it can become quite challenging

to manage two different applications instru-

mented with different versions of an

MBean. The use of XML and Web services,

by way of MUWS, can offer some assistance

in shielding the client from being aware of

these complex types.

• Complex mechanism for relationships.
Relationships between managed

resources are an important aspect of any

management model. JMX supports the

notion of relationships through its rela-

tionship service and Relation MBeans, but

it is cumbersome to use in practice. Both

the J2EE and JVM management models

built on JMX do not currently take advan-

tage of the relations construct. Although

the details of how WSDM would represent

relationships are not yet available, it is

unlikely that there will be a one-to-one

mapping with JMX.

Given these challenges, it would seem

there are a few aspects of the base JMX

specification that might make it difficult to

support WSDM MUWS. Additionally, it may

not be clear what you as a developer or

architect should be doing in the JMX world

to better prepare yourself for WSDM. To

address both these concerns, let’s turn our

attention to some of the existing JMX-

based management models, followed by a

discussion of best practices that you can

follow in your development today.
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Towards the Solution
Earlier, we briefly discussed additional

work being done in the JMX community to

support management models. JSR 174 and

JSR 77 define management models for the

JMX and J2EE Server respectively. Let’s take

a minute to see how these models address

some of the inherent limitations in JMX.

JSR 77 defines a set of conventions and

classes for representing a J2EE Server man-

agement model. This includes support for a

state model, notifications, and metrics:

• Mandatory attributes: Defines a set of

mandatory attributes to allow a client to

easily introspect the management model.

These attributes identify whether the

object supports a state model, metrics,

notifications, etc. This support simplifies

the step of automating the mapping

between JMX and WSDM.

• State model: Defines the operations, state

values, and valid state transitions for any

managed resource that supports a state

model. Supported operations might

include deploy, undeploy, etc.

• Event notifications: Defines any notifica-

tions to be exposed by a managed

resource, including state model transition

and other changes in the management

model.

• Metrics: Represents metrics to be exposed

by a managed resource. To support this, a

resource sets a mandatory attribute and

implements an interface that allows a

client to query about available metrics.

• Relationships: Describes containment

relationships between objects. For exam-

ple, a container-managed resource would

typically store the list of contained man-

aged resources in an array attribute.

Furthermore, the J2EE Server manage-

ment model avoids the problem of data type

impedance mismatch by restricting itself to

only primitive types and data types defined

in the specification itself. 

For the JVM management model, JSR 163

introduced the notion of MXBeans.

MXBeans are managed beans that conform

to the JMX Instrumentation Specification

and use only a specific set of data types. For

example, MXBeans are provided to monitor

and track memory consumption (via the

MemoryManagementMXBean, Garbage-

CollectorMXBean, etc.) and CPU usage (via

the ThreadMXBean, RuntimeMXBean, etc.)

One advantage of MXBeans is that they

can only use a set of basic data types that

can be marshalled and unmarshalled in a

platform and programming language-neu-

tral manner. These data types include prim-

itive types (int, long, boolean, etc.) and their

associated wrapper classes (Integer, Long,

Boolean, etc.), enumeration classes (Enum),

and classes that define a mechanism to con-

vert from an input CompositeData class to

an instance of that class. Additionally, List

and Map types are supported as long as the

contained objects are primitive types, wrap-

per classes, enumerations, or a class sup-

porting CompositeData conversion.

Note that most of these data types are

not specific to the JVM or J2EE Server man-

agement model, and they can help guide

the definition of a management model for

any Java-based application.

Mapping JMX to WSDM
Based on our discussion so far, let’s take

a stab at defining a very high-level mapping

from JMX to WSDM. This mapping is shown

in Table 1.

We acknowledge that we have glossed

over many details and that the actual map-

ping of various JMX classes to WSDM

MUWS structures might require a bit more

work. But even this minimal mapping gives

us a feel for how JMX and WSDM could

work together. 

However, before you rush to develop

your own connector between JMX and

WSDM, it is important to realize that several

questions need to be answered:

• Should every JMX MBean map to a man-
ageability provider? The existing JMX

instrumentation mechanism does not use

MBeans as a proxy for real managed

resources. By blindly making every

MBean a WSDM Manageability Endpoint,

we may end up with a large number of

MUWS Manageability Providers that do

not conform to the spirit of MUWS.

• How do we handle Java data type mis-
matches? As per the JMX specification,

developers are free to create their own

Java classes for MBean attribute types,

MBean operation parameters/return 

values, and JMX notification fields. The 

mapping doesn’t specify what to do about

Java classes that lack a straightforward 

counterpart in XML.

• How should we handle JMX relation-
ships? Given the state of the MUWS spec-

ification today, is it appropriate to map a

Relationship MBean to a Manageability

Provider?

• How does this mapping account for a
state model and metrics? 

Clearly, our mapping mechanism doesn’t

fully represent how JMX and WSDM would

work together. There is still much to be

done by the Java and WSDM communities

to clearly define how these two manage-

ment technologies would work together. In

the meantime, it is still possible to adhere to

an MBean design that would allow a much

smoother transition to a WSDM-based man-

agement architecture. 

JMX Development Guidelines
Many software projects focus on imple-

menting the important functional require-

ments for an application. Often, these stat-

ed requirements do not consider managea-

bility aspects of the application in the pro-

duction environment. Applications “thrown

over the wall” to production often leave the

IT operations group with little information

to guide them toward resolving application

problems. In situations where the applica-

tion has not been designed with managea-

bility in mind, developers are frequently

called in to help resolve these IT support

problems.

We firmly believe that in today’s complex

and distributed world, manageability must

not be an afterthought in the development

process. Application manageability must be

embraced early in the application develop-

ment life cycle. And even if you are not con-

sidering WSDM in your design, the most

important guidelines that we can provide

are to first think about designing for man-

ageability, and to understand which manage-

ment technologies are most appropriate to

address these concerns. 

JMX defines a very powerful manageability

architecture and API for Java applications. In

JMX Entity WSDM MUWS Counterpart

JMX MBean WSDM Manageability Endpoint

MBean operation WSDL described operation

MBean attribute WS-ResourceProperties described property

MBean notification WS-Notifications described notification

Relationship MBeans MUWS Relationship counterpart

TABLE 1 Generic JMX to WSDM mapping
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fact, most J2EE platforms are being built

with robust JMX mechanisms. Still, there are

cases where an additional level of instru-

mentation is required to expose application-

level manageability interfaces. If you are

thinking of using JMX, you can refer to the

following guidelines. These guidelines help

pave the way for embracing WSDM in the

future as well as improve the overall quality

of a JMX-instrumented application.

1. Do not fall into the trap of creating a JMX

MBean for every single business object in

your application. Instead, strive to cleanly

separate MBean interfaces from the

implementation-level business objects.

Ideally, create MBeans as entities that

expose management operations on

resources that you would want to manage

from an external management applica-

tion. Use of the facade and proxy patterns

can also help to expose the right manage-

ment interface.

2. As we have pointed out here, there are

many challenges involved in managing

data type conflicts between WSDM MUWS

and JMX. To address these challenges,

avoid using complex data types wherever

possible. JSR 174 and the MXBean inter-

face define a strict set of guidelines for

interoperable data type usage. We recom-

mend that to minimize mapping issues,

you follow those guidelines in the devel-

opment of your own MBeans.

3. Finally, we have identified some gaps in

JMX as it relates to support for state and

metrics. Being able to define these man-

ageability capabilities is essential for

enabling an application to be managed,

monitored, and controlled. Examine the

conventions defined in JSR 77 and apply

some of the same principles in your

MBean design.

If you already have a JMX-instrumented

application that does not follow the above

guidelines, you can achieve a greater degree

of interoperability through design patterns

and frameworks. For example, you can create

a Wrapper MBean around your existing

MBeans to conform to some of these guide-

lines. By exposing your JMX instrumentation

in a standard way, you can support WSDM

management interfaces more easily in the

future.

What’s Next?
As demonstrated here, we are still far from

the dream of using JMX as the instrumen-

tation technology and WSDM as the inter-

action technology. To move toward making

the dream a reality, we make the following

recommendations to the Java community:

1. The JMX specification should be

enhanced to support MXBeans and the

capabilities from JSR 77 that help in rep-

resenting a management model. This

would allow application developers to

reuse these APIs in a standard way. It

would also be helpful to simplify the

current JMX mechanism to support 

relationships.

2. A JMX-WSDM connector specification

should be developed through the JCP 

so that any JMX-instrumented applica-

tion becomes WSDM-manageable 

without any additional effort on the 

developer’s part.

This article provided a solid back-

ground on JMX and WSDM as well as

guidelines and best practices for using

JMX in preparation for WSDM. 

References
• For more on what HP is doing with JMX

and WSDM, visit HP’s developer

resource portal (devresource.hp.com).

• Java Management Extensions:

Instrumentation and Agent Specification:

http://jcp.org/aboutJava/communi-

typrocess/final/jsr003/index3.html 

• Java 2 Platform, Enterprise Edition

Management Specification, JSR77:

http://java.sun.com/j2ee/tools/manage-

ment/reference/docs/index.html

• Java Management Extensions ( JMX) --

Remote API 1.0 Specification:

http://jcp.org/aboutJava/communi-

typrocess/final/jsr160/index.html

• MXBean description:

http://java.sun.com/j2se/1.5.0/docs/api

/java/lang/management/ManagementFa

ctory.html

• WSDM MUWS Working Draft:

www.oasis-open.org/committees/down-

load.php/8464/wd-wsdm-muws-1.0-

20040803.doc

• WS-ResourceProperty specification:

http://docs.oasis-open.org/wsrf/2004/

06/wsrf-WS-ResourceProperties-1.2-

draft-04.pdf 

• Web Services Notification specifications:

www.oasis-open.org/committees/tc_

home.php?wg_abbrev=wsn 

Listing 1. MUWS Description of

Manageability Capabilities

<!-- fragment from MUWS.wsdl -->

<definitions>

...

<portType name="Identity" 

wsrp:ResourceProperties="muws-

xs:IdentityProperties"/>

<portType name="ResourceState" 

wsrp:ResourceProperties="muws-

xs:ResourceStateProperties">

<operation name="Start">

<input name="StartRequest" 

message="muws-wsdl:StartRequest"/>

<output name="StartResponse" 

message="muws-wsdl:StartResponse"/>

</operation>

<operation name="Stop">

<input name="StopRequest" 

message="muws-wsdl:StopRequest"/>

<output name="StopResponse" 

message="muws-wsdl:StopResponse"/>

</operation>

</portType>

<portType name="Metrics" 

wsrp:ResourceProperties="muws-

xs:MetricsProperties">

<operation name="ResetAll">

<input name="ResetAllRequest"

message="muws-wsdl:ResetAllRequest"/>

<output name="ResetAllResponse"

message="muws-wsdl:ResetAllResponse"/>

</operation>

</portType>

</definitions>
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T
he preeminence of Web ser-

vices as a tool that can sup-

port a wide range of dynamic

business processes has made

it the SOA tool of choice. Web ser-

vices are easy to build but difficult

and expensive to maintain.

Monitoring and management costs

weigh heavily on the ROI calcula-

tor, and in order to maximize ROI

enterprises need to keep a keen eye on the

support and reliability meter.

In the Web services world, an application

is typically a chain of services, or “links,”

woven together in some sequence with a

Web services front end. The chain itself is

weaker than the weakest link in the chain.

For example, if an application consists of

three service calls, each with a reliability of

0.99, 0.96, 0.97 respectively, the overall

application reliability according to the laws

of probability and statistics is

Application Reliability =

0.99*0.96*0.97=0.92

The multiplicative effect of individual serv-

ices tends to steeply reduce overall applica-

tion reliability as the number of links in the

chain increases.

Some of the biggest strengths of Web

services, the HTTP and SOAP proto-

cols, are also its weaknesses. HTTP is

a stateless protocol that does not

guarantee delivery of all the packets

to the destination. Nor does it guar-

antee the order of the arriving pack-

ets. This makes HTTP an unreliable

protocol incapable of meeting the

delivery requirement of “Exactly

once”. If there is no bandwidth, the

packages are discarded. SOAP is the wire

protocol for Web services and has some

inherent performance problems. Extracting

the SOAP body from the SOAP envelope is

time-consuming. Parsing megabytes of XML

data with a lot of type information is slow

and intensive. To increase the reliability of

Web services and measure up to the more

mature and robust middleware messaging

standards, we need to fortify the managing

and monitoring of Web services and

enhance the reliability of the underlying

protocols. 

Monitoring and management are the two

pillars of reliability. They are related in that

the overall goal is to ensure that the QoS

objectives are met. Monitoring is a “fault

detection” mechanism that checks the health

of a service in real time and tries to reduce

application downtimes by detecting signs of

failure. It ensures that the service is available,

accessible, and capable of meeting the

throughput and latency requirements.

Management is a “fault avoidance” mecha-

nism that lays down rules and policies that

makes the service more reliable, usable, and

robust. Management ensures that the services

can be deployed in a consistent manner, con-

figured from an easy-to-use user interface and

meet the overall security and auditing require-

ments. Within an IT department, usually dif-

ferent groups are responsible for these two

functions, so a degree of separation between

them is desirable.

Monitoring: 
The Pulse of Web Services

Monitoring is essential to ensure the

required QoS (Quality of Service). It tracks

availability, accessibility, and performance of

the Web service. 

• Availability: Availability determines if the

Web service is up and running. It can be

determined by some sort of a “ping” mech-

anism that periodically executes a dummy

request or some kind of a “push” mecha-

nism built into the service that periodically

generates heartbeats that can be moni-

tored. Asynchronous push mechanisms

work better in general as the system can be

designed to perform a “health check”

before publishing the heartbeat. 

• Accessibility: Just because a Web service is

“available” does not mean it is “accessible.”

The lack of accessibility may be due to rea-

sons like an insufficient number of worker

threads to handle the request under high

load conditions, unavailable dependencies

like a database, or other callable services.

The “ping” mechanism works better to

determine system accessibility. If the sys-

tem is designed to perform a full periodic

diagnostic of all system resources and

dependencies, a push mechanism based on

heartbeats may work, but the push mecha-

nism cannot account for unforeseen exi-

gencies.

• Performance: Performance profiles the exe-

cution of a Web service call and provides

operational statistics. Its numbers measure

both throughput and latency. Throughput

measures the extent of usage of the Web

service and determines scalability require-

ments. Latency is a measure of the round-

trip time and can help identify bottleneck

subcomponents or resources. 

A Web service must be “coded” for moni-

WSJ: MANAGEMENT

Web Services:
Monitoring and
Management 
for Reliability
Do you need them?

Organizations looking to reduce integration costs are increasingly adopting a service-oriented

architecture (SOA) to maximize their IT investment.

WRITTEN BY

RAJIV TOTLANI
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toring during development if the Web 

service development toolkit does not 

support these monitoring options. Nearly 

all the big Web service providers – like IBM,

TIBCO, BEA, and Microsoft – either have

built-in support for availability and 

performance or are planning it in the next

release. 

Management: 
The Nerve of Web Services

Managing Web services is a much more

involved activity than monitoring. It deals

with the following tasks:

• Deployment: Manages a  multitude of

Web services from a centralized console

in a consistent manner throughout the

enterprise. Managing deployment

includes the task of configuring the serv-

ice, deploying the service to a server, and

displaying the status of all the services

on all the servers.

• Versioning: Ensures backward compati-

bility by ensuring that the older versions

of client requests are served by the older

versions of the service instance. It allows

rollout of newer tested versions to a limit-

ed user group before a full-blown release,

reducing the overall risk of exposure to a

new version.

• Security: Deals with encryption and

decryption of messages and authentica-

tion and authorization of the Web service

clients. Authentication and authorization

typically involve some sort of identity

management as well.

• Scalability: The ability of a system to meet

performance requirements by optimizing

its use of software and hardware

resources. Managing scalability can be

extremely complex and typically requires

policies that look at the execution profile

and determine if the throughput and

latency requirements are being met and

issue an alert if the performance metrics

are not being met.

• Logging and auditing: Trace the life cycle

of the Web service call. Logging and audit-

ing require disk I/O and are expensive

tasks. Web services should be able to per-

form role-based logging “on-demand” or

“on-error”. “On-demand” logging is the

ability to turn logging on or off from a

management console without the need to

restart the service. “On-error” logging is a

feature by which the application logs only

the errors in a very descriptive mode.

Web services need to be “instrumented”

for management if the service provider does

not support some of the vital management func-

tions. The management objective is the one in

which the Web service providers need to catch

up. Most support deployment from a centralized

console. Some of them support versioning

directly; most support it indirectly through

namespaces. None of them support the entire

spectrum of security requirements and most of

them do not support management policies.

This has led to the growth of a unique class of

middleware in the Web services world called

Web Services Intermediaries (WSI). These inter-

mediaries (like Oblix, Actional, AmberPoint and

Ensemble) specialize in monitoring and man-

agement activities.

Management Brokers
WSIs (Web Service Intermediaries) provide

all the features required for management and

monitoring of Web services. There are a number

of different tools out in the market. The tools

differ significantly in how they approach the

issue of monitoring and management but they

all work in a similar manner to achieve their

purpose. In spite of seeming differences, all the

WSI products share some common design fea-

tures. They all consist of an administrative GUI

that serves as the monitoring and management

console. Management is usually by way of poli-

cies that define which management tasks need

to be performed and whether they need to be

performed conditionally. The actual task of

monitoring and management is achieved by

either agents embedded in the Web services

server or a proxy outside the server that inter-

acts with the server in lieu of the client. In the

proxy-type architecture, one endpoint of the

intermediary is configured as a proxy for the

provider and the other endpoint is defined for

the consumer and a pipeline of activities are

performed whenever a message is moved from

the consumer to the provider (see Figure 1). The

major players in the WSI world are Oblix,

Actional, AmberPoint, 

and Infravio. 

• Oblix offers COREsv as a comprehensive man-

“ WSDM and WS Security are the two key
protocols that will influence how we 

manage Web services in future ”

FIGURE 1 Typical WSI architecture
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agement product for Web services. The key

components of COREsv are a policy manager,

policy gateways, policy agents, and a policy

dashboard. The policy manager of COREsv

extends the identity management process of

user-to-application interaction to application-

to-application interaction and provides graphi-

cal tools to build security in these interactions.

Policy gateways act as proxies that intercept

inbound requests and implement policy steps

in a non-intrusive manner. The policy agents

plug directly into a Web service providers

toolkit providing a more fine grained control

over an application’s operations than a gate-

way. The monitoring dashboard is a graphical

tool that collects and displays data from the

agents and gateways and executes rules that

notify or correct problems based on the data.

Oblix provides a custom built agent for

TIBCO’s Web service tool, BusinessWorks. 

• Actional’s Web services management product

is “Looking Glass.” Its essential components

are an enterprise management console, an

SOA planner (for analysis and planning) a cus-

tomizable portal for service and SLA monitor-

ing, and a management and policy server.

Looking Glass provides “Service Stabilizers”

that can be configured to define compensatory

actions in case of failures so that the anticipat-

ed or known problems can be automatically

handled. A root-cause analysis mechanism in

Looking Glass provides a more comprehensive

insight into failures and obviates the need to

mine log files. Looking Glass excels in both

monitoring and management.

• AmberPoint’s AmberPoint Express provides

logging, auditing, testing, exceptional han-

dling, and a security mechanism for managing

the Web services. Defining service-level objec-

tives is the key to configuring the Web services

for monitoring and management by Express.

Analogous to the service stabilizers in Looking

Glass, the product provides the capability to

define compensatory transactions for service

level agreement violations.

• Ensemble by Infravio uses contracts as the

metaphor for defining relationships between

the SOA provider and consumer. All the moni-

toring and management actions in the

pipeline are terms in the contract. The product

provides most of the management functions

like logging, reporting, load balancing, version-

ing, fail over, authentication, and authoriza-

tion. Ensemble is a management-heavy tool.

It is expected that some of the WSIs will be

overtaken by the Web service development

toolkit providers like IBM, TIBCO, BEA, and

Microsoft in the future as these vendors reinforce

their offering of Web services development tools

with a management and monitoring stack.

Standards to the Rescue
A number of standards are emerging aimed

at improving the manageability and reliability of

Web services. These standards address some of

the problems intrinsic to the HTTP protocol that

make Web services unreliable. 

• HTTP Reliable (HTTPR): An extension of the

HTTP/1.1 protocol that offers reliable delivery

of HTTP packets. Reliable delivery is “Exactly

once” delivery of a message from the client to

the server. If the delivery fails the protocol

handles the retransmission of the message or

reports the delivery failure reliably. A persist-

ent storage is required to store the messages

for retransmission. The concept of reliable

delivery has been widely used with great suc-

cess in the messaging world by MOM

providers such as TIBCO and IBM. The design

of the HTTPR protocol is still a work in

progress administered by IETF (Internet

Engineering Task Force).

• WS-Security: Ratified by OASIS as a full-

fledged standard in April 2004. The specifica-

tion proposes a standard set of SOAP exten-

sions that can be used to build secure Web

services by providing message integrity, confi-

dentiality, and authentication. WS-Security

can be used with a wide variety of encryption

technologies. It is designed to be extensible.

• WS-Reliability: A SOAP-based protocol for

exchanging SOAP messages with guaranteed

delivery, no duplicates and guaranteed mes-

sage ordering. It is defined as SOAP header

extension and is independent of the underly-

ing protocol. The specification contains a

binding to HTTP. There can be four different

types of reliable message contracts: 

–  Guaranteed message delivery or At-Least-

Once delivery semantics

–  Guaranteed message duplicate elimination,

or At-Most-Once delivery semantics

–  Guaranteed message delivery and duplicate

elimination or Exactly-Once delivery 

semantics

–  Guaranteed message ordering for delivery

within a group of messages 

Routing of messages and transactions is

not within the scope of WS-Reliability. The

ordering of messages is based on a group id

and sequence number. The choreography

of “exactly one” and “in order” delivery of 

message proposed by WS-Reliability holds

greater promise than the protocol level relia-

bility enhancements of HTTPR.

• Web Services Distributed Management
(WSDM): WSDM is an OASIS effort and the

WSDM technical committee is working closely

with the Web Services Architecture Group and

the Distributed Management Task Force

(DMTF) to incorporate the management work

completed by these committees and develop

the model of a Web service as a manageable

resource. 

WSDM and WS-Security are the two key pro-

tocols that will influence how we manage Web

services in the future. WS Reliability is an effort to

boost the reliability of the Web service by defin-

ing the QoS in the service call. The underlying

protocol should be able to handle the QoS relia-

bility requirements. 

Build or Buy?
Chances are that most organizations won’t

need a comprehensive management solution to

Web services. If your deployment hits critical

mass (more than 20–30 Web services), you need

to evaluate using a monitoring and manage-

ment solution. The choice is between supple-

menting what the development toolkits offer

with a planned and consistent code base that

lays the foundation for management and moni-

toring or using one of the WS’s. Using WSIs can

cause some performance degradation in high

volume, small message size situations. With

larger message sizes, the compression feature

offered by WSIs reduces the latency. The graphi-

cal nature of WSIs, drag-and-drop tools, and

intuitive thinking to configuring contracts or

service levels makes the task of monitoring and

management easier. 

A number of technical committees have

been formed to address the deficiencies in mon-

itoring and managing Web services. The future

looks much better, especially with the Web ser-

vice providers planning support for what the

technical committees recommend. The moni-

toring and management services that a Web

service provider will offer will serve to differenti-

ate its product from competitors’ products.
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I
ndeed, most corporate data

and business processing

resides on mainframe com-

puters; any attempt to move

to an SOA has to include lega-

cy/mainframe integration.

Mainframes are not the main-

frames of yesteryear. The good

news is that most mainframes

today are designed to work and

play well with other systems

within your IT infrastructure, and offer

many points of integration, both at the

information and the service levels. The bad

news is that traditional mainframe-based

applications were not designed to commu-

nicate outside of the processing space, and

thus with some types of legacy systems Web

service enablement is an unnatural act.

However, there are always mechanisms to

provide integration, it’s just a matter of

understanding what your requirements are,

and selecting the correct technology.

Common Issues for “The Dig”
Legacy systems, such as mainframes,

have three common issues that you must

take into consideration: unstructured data,

batch-oriented, binding of logic and data.

Mainframe information has a tendency

to be unstructured, meaning that the infor-

mation is contained in flat files or

index sequential files, and not a data-

base. This is challenging to those

looking to expose that data into their

SOA since a lot has to be understood

pertaining to how the data is stored

and retrieved. While this can make

integration difficult, it’s not impossi-

ble. In some instances changes must

be made to mainframe programs to

externalized unstructured data, and

in some cases you can account for the

unstructured data within the middleware

layer through data abstraction facilities. 

The fact that many legacy/mainframe

systems are batch-oriented presents its own

set of problems and opportunities. SOAs

typically don’t deal with batch systems;

information moves between systems record

by record, service by service. So, in many

instances changes must be made to internal

processing on the mainframe to support a

more granular data exposure mechanism.

However, in some cases it may make better

sense to design your SOA in such a way as

to provide the ability to accept and produce

large amounts of batch data. Services can

be written to accomplish this task.

Finally, many mainframe-based informa-

tion systems do not have a clear separation

of data and logic, such as those that lever-

age file-based information (e.g., ISAM/

Cobol). This is more of a challenge to

understand than integration. Indeed you

must understand how the code is designed

to access the information, and then make a

decision to expose the mainframe code as a

service, sometimes requiring changes to the

code. Or, access the information on its own,

if possible, binding the data to services out-

side of the legacy system. 

Mainframe Access Mechanisms
Your choices for enabling technology to

access mainframe-based systems are numerous.

Typically your hardware vendor will assist you in

selecting the proper integration technology for

your requirements, but you need to understand

all of the potential solutions available in the mar-

ketplace which are becoming numerous. 

To access mainframe-based processes you

may use Logical Unit 6.2 (LU6.2). This is IBM’s

device-independent, process-to-process proto-

col that provides the facilities for peer-to-peer

communications between two programs and

also supports asynchronous networking. This

mechanism allows you to leverage an internal

mainframe process, and if needed, expose it as a

service using the LU6.2 as the access point,

“wrapping” it as a Web service. You can build

services on top of LU6.2 yourself, or leverage a

middleware layer that manages the internal

process to Web Services translation for you

(using LU6., or other interfaces).

For instance, as I’m writing this column 

Cape Clear Software and NEON Systems, Inc.,

announced that the two companies are working

together to enable organizations to simplify the

integration of their mainframe applications and

data using Web Services and service-oriented

architecture (SOA). The agreement includes tight

integration between Cape Clear's Enterprise

Service Bus (ESB) and NEON Systems’ Shadow

z/Services product, allowing organizations to

integrate their mainframe applications and to

provide those applications as services to the rest

of the network. 

To expose mainframe data as services to your

SOA, you may leverage database gateways. These

are also known as SQL gateways and are APIs

that use a single interface to provide access to

most databases that reside on many different

types of platforms. They are similar to virtual

database middleware products, providing devel-

opers with access to any number of databases

residing in environments that are typically diffi-

cult to access, such as a mainframe. For example,
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Want to leverage your enterprise’s Web services? Chances are you’ll be enabling or exposing

existing application services and not building new. This should come as no surprise to anyone.

However, while we’ve been focusing on the development of new services, how to do it, and what

tools to use, most of the work that I see coming is learning how to translate and expose legacy

services. So, my prediction is that one of the best paid jobs in 2005 will be engineers specializing

in Web services enablement of legacy systems. I’ll call them service archaeologists.
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using an ODBC, JDBC, or Web services interface

and a database gateway, developers can access

data that resides in a DB2 database on a main-

frame, or in an Oracle database running on a

minicomputer, and in a Sybase database running

on a UNIX server. The developer simply makes an

API call, and the database gateway does all the

work, including distributing the query and

assembling the data, perhaps exposed as a single

virtual schema or view. 

Database gateways translate the SQL calls into

a standard format known as the Format and

Protocol (FAP), the common connection between

the client and the server. FAP is also the common

link between very different databases and plat-

forms. The gateway can translate the API call

directly into FAP, moving the request to the target

database, and translating the request so that the

target database and platform can react.

Clearly, the use of legacy systems will contin-

ue, and as we move quickly to SOA, so will the

enablement of these systems. The trick is to iden-

tify the services that are important to the enter-

prise now and create a plan for exposing those

services including which enabling technology and

standards to apply. Once you’ve done that pre-

pare yourself for some complexity. None of these

systems were designed to expose services, and it’s

not going to be an easy job no matter how good

the translation and wrapping technology is. It

could, in most cases, mean that you need to

change and test code over 20 years old. Oh well,

that’s why service archaeologists will be making

the big bucks.
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B
en Worthen, in his September

2002 article for CIO magazine,

titled “Web Services Still Not

Ready for Prime Time,” singled

out security and reliability as two

major hurdles Web services needed

to overcome before being ready for

prime time. He saw the lack of stan-

dard security protocols as an issue

for all but a few firms wanting to

use Web services on the Internet,

and the absence of an “open-line,

telephone-like connection” derail-

ing B2B and e-Commerce applica-

tions by undermining the reliability

of machine-to-machine transac-

tions. Two years, dozens of stan-

dards later, and the problems

remain. Can the Grid's influence

change the equation?

Addressing the Security Problem
Security on the Internet, by its very

nature, is problematic. The Internet oper-

ates as a confederation of independent

domains where each domain potentially has

its own domain authority and security poli-

cies. Figure 1 illustrates some of the prob-

lems this creates for Web services applica-

tions. In the example, a user interacts with a

Web service, Service A, running in security

Domain A. Domain A uses X.509 certificates

for authentication and authorization.

Service A uses a second service, Service B,

running in security Domain B, that uses

Kerberos. Service B, in turn, uses Service C,

running in security Domain C, that uses

user-ids and passwords. Reconciling the

user's identity, privileges, and credentials

across the domains is the problem.

SAML and XACML are approaching this

problem by abstracting the differences out

of the services themselves and into Policy

Decision Points (PDP). This decreases the

number of nodes involved and introduces a

common mechanism, assertions, for bridg-

ing domains. SAML and XACML are rela-

tively new standards and implementing

products are just beginning to emerge. That

leaves a large “legacy” base and long transi-

tion period unaddressed. The interim solu-

tion is to integrate existing security mecha-

nisms in a coherent way. For the foresee-

able future, that means bridges between

domains and proxy credentials representing

real credentials in situations where there is

November 2004 w w w . w s j 2 . c o m26

WSJ: SECURITY

Web services and the Grid are converging! The prospect of grid-based, commodity computers

delivering run anywhere, anytime Web services across the Internet has hype-o-meters showing a

speedy rise and marketing departments gearing up everywhere. Standards are still winding their

way through community processes and early adopter products are just coming to market, but that

hasn't stopped some industry watchers from proclaiming “Grid services” the next big thing. The

Butler Group, for example, sees the coming boom in Grid services dwarfing even the Internet in

terms of its impact, as they transform IT from a products-based to a services-oriented industry.

Irrational exuberance? Maybe not. The coupling of Web services’ strong standards heritage with

the Grid’s experience securing and managing resources in heterogeneous environments could cre-

ate a boon for SOA, B2B and eCommerce. The answer ultimately lies in the Web services commu-

nity’s ability to turn the Grid’s strengths into standards, reference implementations, and products

as part of the convergence.
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services and Grid technologies 
complete the puzzle?
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no common credential mechanism or

authority. 

In my article “Who's Master of Your

Domain? Web services security in an

unfriendly world,”  (WSJ, Vol. 4, issue 6), I

discussed how Web services standards (WS-

Policy, WS-Security, and WS-Trust) are now

in place for implementing basic security

services, such as authentication, authoriza-

tion, confidentiality, and integrity, in Web

services environments. The standards pro-

vide the grammar for communicating secu-

rity policies and the flexibility necessary to

support any of the traditional security

strategies. They also support SAML and

XACML. As you would expect, the standards

specify “how” to convey security informa-

tion, but not “how” to implement any spe-

cific service or bridge domains. They leave

that to implementers.

The Grid’s experience operating in het-

erogeneous environments goes directly to

solving the bridging problem. The Grid

Security Infrastructure (GSI), built on the

Transport Layer Security (TLS) protocol and

the Internet X.509 Infrastructure, creates a

basic security framework that does not

require a centralized certificate manage-

ment authority. The Grid community has

successfully worked out the problems of

integrating non-X.509 based authentication

and authorization mechanisms into this

infrastructure by creating bridges and meth-

ods for global-to-local identity mapping,

proxying credentials, and delegating privi-

leges. Some refactoring is necessary, but the

Grid community’s work provides the

roadmap needed to advance the discussion

within the Web services community beyond

abstract models to concrete reference

implementations and products. The Grid’s

experience could cut years off product

introduction cycles and provide bridging

solutions between both traditional

approaches and between those approaches

and next generation, SAML and XACML-

based products.

Addressing the Reliability Problem
The Internet poses even greater reliabili-

ty challenges – particularly for Web services

integrating components, belonging to mul-

tiple owners, using the Internet as the back-

bone. 

When you pick up a phone, you get a dial

tone. The telephone is always on; it’s always

available. That is the level of reliability Ben

Worthen was talking about when he said

there isn’t an “open-line, telephone-like

connection” for Web services. When

Worthen used the term reliability, he was

actually using it as shorthand for the “ili-

ties” – a broader set of Quality of Service

(QoS) metrics characterizing an application

(see Table 1 for a more comprehensive list).

Like a dial tone, when the “ilities” are pres-

ent, an application is flexible, stable, reli-

able, and there when you need it. When they

are missing or unevenly implemented, all

bets are off.

A “dial-tone”–quality service must be

able to handle both scheduled and

unscheduled outages. It must also be able to

deal with surges in demand both in terms of

the number of clients requesting to use the

service and in the resources any particular

request may need. From a client’s perspec-

tive, it doesn’t really matter whether a ser-

vice is “down” or simply too busy to respond,

it is either there or it isn’t. The keys to build-

ing “dial-tone”qual-

ity services are

redundancy, man-

aged environments,

and high-quality

Web services. To

better understand

this point, let’s look

at what it means to

build a “dial-

tone”–quality 

service for a simple,

self-contained envi-

ronment, and then

extend the discus-

sion to include the

Internet.

Redundancy,

redundancy, redun-

dancy. The first key

to building a “dial-tone”–quality service is

including enough resources to eliminate

single points of failure and resource bottle-

necks. The resources in question include

hardware, software, networks, and Web

service instances. The level of redundancy

needed depends on the level of failover the

service must provide, not only during nor-

mal operations, but also during peek

demand and routine maintenance outages.

The three levels of failover possible are

cold, warm, and hot (stateful). Cold failover

brings up a new component, from a down

or offline status, in response to unexpected

demand or an outage. Cold failover is gener-

ally only an option at the applications, or

Web service, level for “dial-tone” –quality

services because of the time needed to

bring up system or network components

cold. Warm failover keeps spare compo-

nents or capacity online. With warm

failover, a service can gracefully deal with

both scheduled and unscheduled outages

by either dynamically restarting or switch-

TABLE 1 Quality of Service Metrics

FIGURE 1 The problems

FIGURE 2 Example problem
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ing components, and with surge, by distribut-

ing load. Stateful failover goes a step further

by being able to transparently switch from a

failing or degraded component to a backup

while maintaining application state.

The second key to achieving “dial-

tone”–quality services is managed environ-

ments. In a managed environment, man-

agement products control different com-

ponents and levels of the infrastructure,

detecting, recovering, and repairing, or at

least compensating for, failing or degraded

components. Management products

include load balancing, clustering engines,

and network, systems, and applications

management services – which are available

from firms such as BEA, Cisco, Computer

Associates, IBM, HP, Oracle, Quest, and

Veritas. The management products moni-

tor key metrics, resource status, and fault

diagnostics, and use redundant resources

to maintain consistent levels of service.

The third key is “dial tone”–quality Web

services. A “dial tone”–quality

Web service is well written,

error free, does not contain any

unwanted or unknown side

effects, and does not request

resources beyond those need-

ed, nor hold resources longer

than necessary. The service

abstracts out lifetime, location,

and resource management

functions and incorporates

interfaces for interacting with

management products that

provide those capabilities. For

stateful failover, the service

also maintains the application

“context” necessary for “failing

over” to another instance.

Figure 2 brings these con-

cepts together into a notional,

“dial-tone” quality service.

Load balancing provides scala-

bility, clustering provides avail-

ability and reliability, transac-

tion and database replication

provide failover, geographic

separation provides disaster

recovery, and server and net-

work redundancy provide the

underlying resources necessary

to eliminate any single points

of failure and to meet surge

requirements. The implemen-

tation includes not two, but

three instances of critical components to

ensure there is enough redundancy to guar-

antee high availability and reliability even

when some components are offline for

maintenance. Gartner estimates that it costs

approximately 3.5 times as much to create

such an environment as one for standard

applications.

How does the Internet affect this picture?

The “ilities” are difficult to build into distrib-

uted, Internet-based Web services applica-

tions because Web services applications are

compositional by nature, i.e., you create

larger applications by linking together small-

er services or components, and the Internet

introduces diversity in terms of the underly-

ing systems, network, and manageability

infrastructure. The overall reliability of such

a service is a function of the reliability of the

individual component services and their

supporting and connecting infrastructures.

Figure 2 illustrates this problem. In the

example, a user connects to Service A,

which is 99.9% available on a 24x7 basis

(three nines, by the way, equates to less

than 2 minutes downtime per day, and to

less than 9 hours downtime per year).

Service A connects to Service B, which is

only 99.5% available but still 24x7. Service

B, in turn, connects to Service C, which is

95% available but only 12x7. Assuming all

three services are critical to the applica-

tion's functionality, the overall availability

of Service A is only 49.2% (.999*.995*.95*.5)

when you look at it from a 24x7 perspective.

While the challenges are different, the

keys to building “dial-tone”–quality services

for the Internet remain redundancy, man-

aged environments, and high-quality Web

services. The X-factor in this equation is

managed environments. Management prod-

ucts geared to the Internet cannot take the

centralized management approach shown

in Figure 3. Instead, they must take a decen-

tralized, federated approach. This presup-

poses standards for products communicat-

ing with one another, with infrastructure-

level resources – such as servers, memory,

and network devices – and with application-

level services such as Web services. It also

presupposes standards for products re-

questing and providing the metrics, status,

and resource information necessary for

management products to relocate and

dynamically control resources within the

environment. Web services is the logical

choice for providing these standards, but

stateful resources, context maintenance,

and standard Web services interfaces for

interacting with management products and

resources, have, up until this point, been

missing. This is where the Grid comes in.

Part of the convergence between Web 

services and the Grid has been getting 

the “right” interfaces and standards in 

place to specifically address the managea-

bility question.

Adding Stateful 
Resources to Web Services

Fault-tolerant and stateful failover 

solutions assume the ability to interact 

with stateful services and resources such 

as servers, disk drives, and memory. Web 

services is built on a family of stateless 

protocols: HTTP, SOAP, WSDL, etc. They are

stateless in the sense that each client/server

interaction is discrete, with no assumption

one message relates to another. While high-

er level protocols such as WS-Coordination,

FIGURE 3 Centralized management approach

FIGURE 4 Grid influence on Web services standards
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WS-Transaction, and BPEL4WS provide

patterns for implementing stateful mes-

sage sequences, they also assume stateless

interactions at the message level. So, up

until recently, none of the existing stan-

dards accounted for stateful services or

resources.

The Web Services Resource Framework

(WSRF) proposal corrects this omission by

defining a WS-Resource as a combination

of a Web service and a stateful resource

expressed as an XML document and a WS-

Addressing endpoint. WSRF creates the

framework for message exchanges between

Web services components and a stateful

resource, thereby paving the way for expos-

ing and sharing such resources as Web serv-

ices and for creating stateful Web services.

Adding Context
Web Services Composite Application

Framework (WS-CAF) compliments WSRF

by adding the context necessary for manag-

ing state aware, compositional applications

in stateful environments. WS-CAF intro-

duces the concepts of participants, sharing

a common context, and coordinators,

orchestrating and managing that context,

thereby enabling them to ensure a common

outcome across the application.

Adding the Management 
Product Interfaces

WSRF, Web Services Notification (WS-

Notification), and Web Services Distributed

Management (WSDM) complete the picture

by defining the Web services interfaces and

metrics necessary for managing Web services

and for integrating Management Products

across heterogeneous environments.

WSRF defines the interfaces for managing

service lifetimes, properties, and faults. WS-

Notification adds a publish and subscribe inter-

face that Management Products can use for

overseeing and reporting state and property

changes. WSDM builds on WSRF introducing the

concept of “manageable resources” and identify-

ing the interfaces necessary for Management

Products to interact with those resources.

WSDM is a two-part specification. WSDM

Management Using Web Services (MUWS)

defines the interfaces for management prod-

ucts to manage resources using Web services

messages. WSDM Management of Web servic-

es (MOWS) defines the use of MUWS for man-

aging Web services resources to:

• Monitor QoS

• Enforce SLAs

• Control tasks

• Manage resource life cycles

Basic WSDM products can achieve sim-

ple fault tolerance; WSDM products acting

as WS-CAF coordinators can monitor and

manage the context necessary for provid-

ing stateful failover.

When will WSDM products be available?

They are here today with CA and HP on the

leading edge. CA’s Unicenter WSDM is one of

the first products available, and HP is working

closely with the WSDM standards committee,

contributing elements of its Web Services

Management Framework (WSMF) to the

WSDM standard. Smaller companies, such as

AmberPoint, Blue Titan, and Infravio, also

have products in this space. Bigger players

such as BMC, IBM, Microsoft, and Veritas are

rapidly following.

Conclusion
As Figure 4 summarizes, the Grid is sig-

nificantly influencing Web services stan-

dards. Web services can finally clear the

hurdles Ben Worthen identified by leverag-

ing the Grid's experience in the areas of

security and service manageability. The

Internet is still a challenge, but even there

the necessary pieces are starting to fall into

place. Standards, however, are still in their

infancy, many are either at Version 1.0 or

lower, and some deconfliction still needs to

occur. Management products built to the

standards are relatively new or still on the

drawing boards, meaning widespread adop-

tion is still several years off. It may be 5–10

years before we fully understand the Grid's

full impact on Web services, but the conver-

gence is still a thread worth watching. If the

Web services and Grid communities lever-

age their synergy, this is one instance where

the reality may live up to the hype and

given the – potential, this one could turn

out to be the big kahuna.
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What Is sforce.com?
salesforce.com is the leading

hosted enterprise-class Customer

Relationship Management (CRM)

solution, providing sophisticated

CRM functionality (e.g., authentica-

tion, role-based access and visibili-

ty controls, data and document

management, support and manage-

ment tools for all components of

the sales life cycle, collaboration, forecast-

ing, workflow, reports, analytics, integration

to office and contact management tools

[Act!, Goldmine], etc.) while avoiding the

customer ERP/CRM system management

headaches by hosting the solution. To avoid

the development and integration headaches

associated with ERP/CRM systems, sales-

force.com provides sforce.com 4.0 a power-

ful development and integration platform.

The key components of the multi-tiered

sforce.com are:

The Studio
A set of wizards and tools customizes the

salesforce.com UI (see Figure 1), object/

entity model, and workflow without coding

or the need for end users to involve IT staff.

The studio is used to create new objects,

add custom fields to the sforce.com entities

(e.g., leads, contracts, etc.), create new rela-

tionships between objects (see Figure 2),

create new tabs, lay out the contents of tabs,

and even modify existing tabs via a

flexible layout editor with DHTML

drag-and-drop support. Once the

modifications are complete the

resulting customizations are virtually

indistinguishable from the base

application (while some limitations

exist, for example custom objects

cannot be included in the workflow,

you cannot create a custom object

from the API, etc., most users are unlikely to

be affected by these). Also, new User

Interface (UI) controls (e.g., Java Applets,

ActiveX controls, etc.) can be uploaded to

the platform and used for UI customiza-

tions. While the wizard approach can seem

cumbersome at times, the importance of the

decisions being made warrants a deliberate

process.

Web Service APIs and related WSDLs
Considering the richness of the 

functionality that it provides, the API is 

simple, robust, well thought out, and

mature. The API focuses on Create/Read&

Query/Update/Delete (CRUD) operations

enabling developers to focus on business

functionality. It show signs of having been

used extensively and includes several high-

end features (request throttling, session

time-outs, HTTP chunking, response batch-

ing and compression, etc.). The WSDL is

regenerated from the object model stored

on the hosted platform and does not need

to be maintained manually.

Two flavors of the WSDL are provided:

the Enterprise and the Partner. The

Enterprise API is geared toward strongly

typed languages such as Java and C# and

whereas the Partner API is loosely typed it

supports scripting languages such as Perl

and Python.

sforce Object Query Language (SOQL) 
and Object Search Language (SOSL)

SOQL and SOSL are used in conjunction

with the API  similar to the way SQL is used

to access the data held in databases (while

the two languages only support queries sub-

sequent API calls can be used to update the

retrieved items).

Development Environment 
Toolkits and Examples

Development toolkits are available to

jump start the development effort for a large

number of development and deployment

environment Frameworks, including Sun’s

Sun ONE, Microsoft’s Visual Studio .NET,

Borland JBuilder, BEA WebLogic Workshop,

and plain Java. The toolkits typically consist

of tools and components to integrate into

the development environment and a robust

set of examples. The examples are well writ-

ten and use industry standards and best

practices (for example, the Java toolkit uses

Apache Axis), making them an excellent

development resource. 

In addition, the use of industry-standard
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sforce.com
The salesforce.com development 
and integration platform

sforce.com surfaces the services used by the saleforce.com CRM solution to provide an

exhaustive development platform used to integrate new functionality and develop applications.

While the services provided using industry-standard Web services protocols (XML and WSDL) rep-

resent one of the most complete Web service framework implementations to date, sforce.com pro-

vides a number of additional tools to streamline the development process by allowing developers

to focus on the development of business functionality and enabling them to work productively in

the environments they are most comfortable in.
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protocols like XML and WSDL makes it easy

to integrate other tools. During this review I

easily used a tool from one of my previous

reviews (DreamFactory; Vol. 4, issue 9) to

create a small application.

This approach is different from that of

the leading CRM vendors that tend to direct

you toward the use of their proprietary tools

(or a single tool) to leverage the bulk of their

functionality efficiently. 

SourceForge Projects (http://sforce.sf.net/)
A number of open source tools and utili-

ties are targeted, including:

• Explorer: A .NET schema (and object

model) browser used to create and test

SOQL queries. Extremely handy for devel-

opment 

• A JSP sample built in Eclipse 3.0

• An Excel connector providing bidirection-

al access to the sforce.com API via the

sforce.com Toolkit for Office 

The project range of platforms and run-

time environments is a reflection of

sforce.com’s commitment to its develop-

ment platform agnosticism.

Developer Support,
Training and Forums

Extensive documentation and tutorials

are available on the sforce.com web site.

Online training is also available for free,

along with an extensive set of moderated

forums where a number of knowledgeable

sforce.com resources (e.g. Developer

Program Managers, sforce.com Expert

Developers, etc.) provide a significant

amount of support. 

Final Thoughts
sforce.com is a banner ERP/CRM enter-

prise-class development platform that pro-

vides a rich, comprehensive, easy-to-use fea-

ture set using a standards-based approach

and excellent online documentation.

sforce.com represents a significant step for-

ward for CRM application developers.

However, the platform ease of use

should not lull you into a false sense of

security. As with any complex system,

analysis should be performed before

undertaking and performing changes, lest

you find yourself in a costly “dead-end.”

Further, despite the ease of use, as with any

platform it takes time to learn key idioms

and development patterns for the platform

and navigate the extensive option set effec-

tively.
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FIGURE 1 Customizing your application

FIGURE 2 Custom object creation (adding a relationship)

“ sforce.com represents a 
significant step forward for CRM 

application developers ”



T
he process-oriented model

is based on an SOA compo-

nent model augmented with

an underlying formal model

in which business processes are

expressed through orchestration

and choreography. This model

blends the bottom-up framework

of SOA with a top-down, process-

centric view. By simplifying the set of activi-

ties that are part of the life cycle of business

processes, we’ll outline how this approach is

an effective and efficient way to develop,

maintain, and improve best-in-class inter-

and intra-enterprise business processes.

We’ll also emphasize that enterprises look-

ing to automate their business processes

around an agile platform can start building,

service-enabling, deploying, securing, and

managing services – both internal and

external – with Business Process Execution

Language for Web Services (BPEL4WS or

BPEL) business flows today.

The SOA Promise
Traditionally, business information

systems have been developed with a

functional orientation, often resulting

in silos of services and information.

However, end-to-end business process-

es that must span silos can’t adapt to

change as business needs evolve –

they’re fragmented and embedded

deep within systems. SOA is a software architec-

ture that facilitates the development of enter-

prise applications as modular and loosely cou-

pled business services. 

SOA’s intent is to integrate software compo-

nents, or services, in new runtime contexts and

business processes. It creates a unification layer

on which business processes and enterprise

dashboards can be built. SOA promises to deliver

greater responsiveness to business change and

provide real-time visibility into business process-

es. When effectively implemented, it improves

business agility by letting you modularize legacy,

packaged, and custom applications, and orches-

trate them in easily changeable business flows.

The Web services platform, including SOAP

and other protocols accessed through Web serv-

ices binding frameworks, acts as the component

model and ubiquitous network fabric through

which newly built and existing applications

cooperate. Information can be exchanged much

more seamlessly, unconstrained by the hard-

ware, operating systems platforms, and pro-

gramming languages used to implement servic-

es.

Whereas a Web services model and SOA often

take an essentially bottom-up view, business

processes are inherently top-down activities.

Bridging the capabilities envisioned by SOA with

the requirements of supporting distributed busi-

ness processes – including trading partner col-

laborations – is the focus of the process-oriented

realization of SOA discussed here.

SOA Realization 
The process-centric realization of SOA

can provide the glue between modular busi-

ness services for the end-to-end business

processes that companies rely on, such as

order-to-cash, procure-to-pay, store order-

to-sales compensation, and supplier-

invoice to settlement. To complete this pic-

ture you must define all forms of business

processes, including those of a collaborative

nature, and deliver these processes reliably

so that they, in turn, can be leveraged by

other business processes and services (see

Figure 1)
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Today, mature standards such as BPEL and

Web services effectively enable businesses to

implement private processes and collaborative

processes based on ad hoc collaboration defini-

tions. The process-centric model of SOA consid-

ers processes and collaborations as first-class cit-

izens, much as an object-oriented language

would consider objects as first-class citizens, and

encourages the same maturity of global stan-

dards for the definition of B2B processes. With

this vision, business processes, collaborations,

information exchanges, and work activities are

expressed through service aggregation – a com-

bination of BPEL orchestration and WS-CDL

choreography, with operational semantics based

on the pi-calculus:

• BPEL orchestration is concerned with process-

flow coordination and implements the behav-

ior of a single participant/ business entity. For

example, consider an order-to-cash that

implements a business process that handles

orders. Orchestration defines the execution

logic of application components. Typically, a

controller executes a definition of the business

process. Standards have tackled process-flow

coordination over the years, with the most

recent industry consensus occurring around

Web services orchestration standards like

BPEL. BPEL is used to define the coordination

of a process flow as well as related semantics,

including parallelism, sophisticated exception

handling, data transformation, and transac-

tion compensation facilities.

• WS-CDL choreography is concerned with mul-

tiparticipant collaborations, such as the Order

Fulfillment collaboration between a buyer and

a seller. The Web Services Choreography

Description Language (WS-CDL) standard is

emerging as a way to specify contracts of

interoperable business processes collaborat-

ing to accomplish a common business goal.

Examples of the business protocols that can

be easily modeled using WS-CDL are the FIX

and TWIST financial protocols and the

RosettaNet PIPs. Choreography is built on top

of BPEL. BPEL and WS-CDL together can

express any business process, including trad-

ing partner interactions.

In order to deliver quality of service to enter-

prise-class business processes a number of sup-

porting services are required. With quality of

service, a number of supporting services are

required. These include security, reliable messag-

ing, transactions, context and coordination, mes-

sage translation and transformation services,

message validation, and content-based routing.

Although these services are vital for the vision of

networked-enabled business processes, we’ll

focus on the service aggregation/business

process aspects. 

BPEL: Automating Business Processes 
In the SOA architecture, and within the Web

services platform in particular, services must be

combined into business processes/business

flows. BPEL provides a standard, portable lan-

guage for coordinating the flow of business

process services and builds upon a decade of

progress in the areas of business process man-

agement, workflow, and integration technolo-

gies. Traditionally, such technologies have suf-

fered from proprietary business processes defini-

tions; the resulting applications are seldom

portable across implementations, and skills are

not transferable. Since BPEL is a standard, it cre-

ates a common language for developers. It’s built

from the ground up around XML and Web serv-

ices and is supported on both the .NET and Java

platforms. 

Asynchrony, parallelism, sophisticated excep-

tion handling, long-running processes, and a

need for compensating transactions change the

fundamental nature of what we think of as an

application. In order to support the required exe-

cutable behavior, BPEL provides constructs for

control-flow (conditionals, sequencing, paral-

lelism, loops), variables, and constructs for

manipulating them; event handlers, timeouts,

exceptions, and forward recovery; and nested

scoping units of work.

The process-oriented realization of BPEL also

adds the following capabilities on top of stan-

dard BPEL: 

• Advanced data handling and transformation

activities that are used to manipulate variables

using XQuery

• Advanced process life-cycle management

capabilities such as versioning, Suspend

Process instance, and Resume Process

instance

• Activities that use a business rules framework,

which lets you model business rules in a pure-

ly declarative way

• Advanced human workflow activities such as

assigning tasks to specific users, sending noti-

fications, and approving requests through

mechanisms such as task lists

BPEL provides the basis for implementing

enterprise-wide business processes by combin-

ing existing business applications, custom appli-

cations, packaged applications, non-native serv-

ices, and partner services into end-to-end busi-

ness flows. 

WS-CDL: Collaborations Between
Peer-to-Peer Business Processes 

In complex integration scenarios, 

capturing the collaborations between two or

more business processes engaging in peer-to-

peer business transactions, potentially across

trust boundaries, requires a higher-level model.

This is the fundamental thrust of WS-CDL, which

is based on a variant of pi-calculus. It enables the

formal modeling of the common observable

behavior of all collaborating participants from 

a global viewpoint.

WS-CDL describes the global message

exchange of participants during their joint inter-

action, global reactive rules for declaratively pre-

scribing normal/abnormal progress, common

agreement of the outcomes, and a recursive

composition model that lets you build choreo-

graphies incrementally by combining existing

FIGURE 2 Order management process in BPEL

FIGURE 3 The global view of the Order Fulfillment 
collaboration

FIGURE 1 The missing ingredients
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choreographies. In this way, complex inter-

organization business processes can be imple-

mented as a collection of services, which, in

turn, implement complex business processes

themselves. 

Choreography perfectly complements the

effort of orchestration and BPEL, offering a

global viewpoint into the peer-to-peer interact-

ing business processes that are defined and

implemented in BPEL. 

To understand how orchestration and cho-

reography come together, let’s consider an

example.

Case Study: Order Management
Business Process

For any business interaction to work, the

rules of collaboration must first be agreed

upon. These rules can be represented in

English. However, since English is unstructured

and frequently vague, the rules may not be rep-

resented precisely. Choreography, and WS-CDL

in particular, lets us write the above rules in a

precise and unambiguous manner. So how do

orchestration and choreography fit into the

larger picture? The case study below demon-

strates their complementary role by presenting

the example of a localized business process

that’s concerned with handling purchase orders

in a really big corporation (RBC).

This business process leverages several trad-

ing partners and links to a range of back-end

services and legacy applications into an end-to-

end business process. As Figure 2 shows, the RBC

process interacts with different applications such

as J2EE, .NET, portals, human workflow, ERP

financials, trading partners such as subcontrac-

tors, and rules engine interfaces. 

What makes this process interesting is that it

requires both the integration of existing applica-

tions and new functionality. In our example, a

clerk takes an action that causes a PO to be sent

out. This is logged against a custom application

(which could be J2EE or .NET) that registers the

PO and ensures that the total amount does not 

violate the employee’s sign-off authority level. If

management approval is required, 

a workflow is initiated. 

Upon confirmation, the PO needs to kick off a

number of business processes, including one that

updates the total POs that have been approved by

the employee and manager, and one that checks

the availability of goods

from an existing ware-

house or nearby distribu-

tion center and requisi-

tions them if they’re not

available. 

If the goods aren’t avail-

able at any location, then

the system updates the

financials application. 

Notice that in this

case, the overall business

process is implemented

in BPEL. Each of the

services can publish a

Web service interface

that is then orchestrated

in BPEL. Using SOAP,

WSDL, XML Schema,

and BPEL, the business

process can be built in a

vendor-independent

fashion. RBC’s business

process is shown in

Figure 2. 

Using BPEL and

other open standards,

the task of integrating

these systems into an

end-to-end business

process is straightfor-

ward. At any stage, the business process may be

changed; for example, by adding extra approval

steps, or by updating the BPEL definition of the

business process.

Now consider what’s needed when the RBC

order process interacts with an outside supplier,

STC, which manufactures and distributes t-

shirts. RBC and STC are engaged in a collabora-

tive fashion to achieve their common business

goal: order fulfillment. For the collaboration to

work successfully, RBC must provide the terms

under which it’s willing to do electronic busi-

ness with suppliers such as STC. 

RBC has the following simple business rules

for collaborating with STC:

1. RBC places an order for STC t-shirts.

2. STC acknowledges the purchase order. This

initiates a business process in STC that han-

dles the PO. For all RBC knows, STC has an

employee at a computer handle the PO, or a

sophisticated BPEL process that’s linked with

back-end manufacturing, logistics, and pro-

curement systems.

3. After the internal processes within STC

regarding the PO are completed – which may

take days or even months – STC sends a

Purchase Order Completed message back to

RBC.

4. RBC can send a Cancel Order message any

time before it receives the Purchase Order

Completed message.

5. If the Cancel Order message arrives at STC

before the Purchase Order Completed mes-

sage is sent, STC aborts its business process

and acknowledges this to RBC with the

Purchase Order CancelAck message.

6. If STC has already sent the Purchase Order

Completed message, it ignores the Cancel

Order message because RBC has agreed that

it will honor POs when cancellations are not

sent out within an agreed-upon timeframe.

Based on these business rules of collabora-

tion, the two parties also agree to the following

rules of how they exchange messages: 

1. When a PurchaseOrder message is sent from

the buyer to the seller and the acknowledge-

ment is received by the buyer, the

OrderStatus at both parties is set to New.

2. When the OrderStatus at both the buyer and

seller is New, either a Cancel Purchase Order

Message can be sent by the buyer to the sell-

er or a Complete Purchase Order Message

can be sent by the seller to the buyer.

3. When the buyer sends a Cancel Purchase

OrderCancel message, the buyer sets itself

to CancelPending; when a CancelAck mes-
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sage is sent from the seller to

the buyer, this sets both parties

to OrderCancelled.

4. When the seller sends an

OrderCompleted message, the

OrderStatus at both parties is

set to OrderCompleted.

These terms form the basis of

the choreography. The resulting

choreography is shown in Figure

3. 

Today, these rules are fre-

quently described in English,

and each trading partner’s busi-

ness processes that interact col-

laboratively can be defined in

BPEL or in any other language.

What WS-CDL offers is a stan-

dardized way to define these

interactions, leaving unambigu-

ous documentation of the roles

and responsibilities of each. Also,

in the future, products that sup-

port business process implemen-

tation languages such as BPEL

could provide tools that would

generate, for example, an imple-

mentation skeleton for a particu-

lar role or validate behavior.

Developers looking to define col-

laborations in B2B situations

should keep an eye on WS-CDL.

Today, however, BPEL provides

the basis for automating busi-

ness processes on both sides of

the firewall. 

Summary 
The maximum value of SOA

architecture is realized by

blending SOA with a process-

centric view that explicitly

defines trading partner collabo-

rations. The basic building

blocks to do this are already in

place and standards like WS-

CDL are emerging to support

the full life cycle of collaborative

business processes. 

Enterprises looking to auto-

mate their business processes

around an agile platform can

build, service-enable, deploy,

secure, and manage services

(both internal and external) with

BPEL business flows today.

Looking further down the road,

we expect the ways that business-

to-business collaborations can be

defined will be greatly enhanced

through standards such as Web

services choreography and we’re

actively working in these areas.

What’s clear today is that there is

much value to be gained by

streamlining your business

around SOA with a process-cen-

tric view. Go build!
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T
his article shows how eBay

has been able to use Web

services to dramatically

grow both acquisition and

third-party development efforts,

transforming a Web site into a

Web platform. It will examine

the business benefits of Web

services for eBay, its partners,

and independent developers,

and describe eBay’s efforts to

support this growing community. Finally, it

will describe the future direction of eBay’s

Web service implementation.

Business Advantage of Web Services 
How long does it take a business to put a

product up for sale? How many people view

that product? How long does it take to close

the order after placement? Simply put, the

eBay Web services platform is an integration

engine that enables a business to dramati-

cally improve all of these metrics.

eBay’s Web service platform affords a

proven, real-time integration opportunity

for several different types of business. Most

obviously, businesses that have grown

beyond an occasional listing can use the

eBay Web service platform to dramatically

decrease the overall costs associated with

managing inventory and working with eBay.

This usage of the eBay platform enables

integration and automation. 

By using eBay Web services, busi-

nesses can build integration directly

into their existing channel infra-

structure for moving products. For

example, a business may wish to

leverage an existing inventory sys-

tem to automatically generate eBay

auction listings for products that

have been sitting idle for ninety

days. By integrating with eBay’s Web

services, an analyst can generate

listings for these products with a single

click. Similarly, integration with eBay Web

services could allow for automatic notifi-

cation of a successful closed integration

with a business’s fulfillment center, or trig-

ger a customer satisfaction system 30 days

after an auction has closed. 

In the integration and automation model,

Web services provides a highly efficient mech-

anism for improving the execution of business

processes. Businesses can dramatically reduce

the time to list and fulfill auction listings,

increasing the rate of return. 

This usage of eBay’s Web services is in

broad deployment today. eBay has found

that sellers using Web service–enabled 

software applications generate an average 

of 595 new listings and $10,202 in GMS

(gross merchandise sales, the value of goods

sold) per minute on eBay. In addition, eBay

sellers that transition from entering infor-

mation by hand via the HTML forms to a

Web service–enabled selling application

typically report a listing volume improve-

ment of over 60% within 6 months. 

One additional side benefit of an organi-

zation looking to build on the eBay Web

services platform – it gives an IT organiza-

tion a chance to work with a successful,

broadly deployed Web service platform,

building experience in an arena that

increasingly serves as a model for future

solution development. By examining eBay’s

best practices, a savvy business can transfer

knowledge into an existing IT organization. 

Growth Through Acquisition 
Web service–based integration is not

limited to organizations outside of eBay. 

For example, eBay recently acquired

www.mobile.de, the largest provider of

automotive classified in Germany. The engi-

neer assigned to integrate with eBay’s Web

services platform was able to build a work-

ing prototype of integration over a weekend. 

The most dramatic example of this inte-

gration is PayPal. Acquired in October, 2002,

PayPal can be considered the most signifi-

cant and successful of all of the eBay Web

service integrations. Of eBay’s billion-plus

Web service requests served monthly,

roughly 40% serve PayPal. 

PayPal Web Services 
PayPal, in turn, has also invested heavily

WSJ: SUCCESS STORY

Web services have served as a topic of interest for IT professionals since at least 2001, and yet

there have been few examples of significant, successful deployment. With this in mind, developers

and IT decision makers should be aware of the major, business-defining role of eBay’s successful

Web service deployment. With roughly a billion Web service requests served a month, eBay has

demonstrated clear leadership in the real world deployment of Web services.

Web Services 
in Action
Integrating with the eBay marketplace

WRITTEN BY

WILL IVERSON 

“ businesses can build integration 
directly into their existing channel 

infrastructure ”
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IN THE
NEXT
IN THE

ISSUE OF WSJ…

Data Considerations for Service Oriented Architectures
While most experts agree on the functional benefits to be gained by
implementing a service-oriented architecture, their vision of how to
achieve an SOA differs widely. Some leverage existing applications
by wrapping them with a common API, others build out a totally new
architecture with functional modules exposing services to 
end-users applications. Some systems require a hybrid approach.

RDF - The Future of UDDI?
This article makes the case for a further evolution of UDDI, 
describing the current state of UDDI and where it falls short on its
initial promise. It will then discuss the emerging RDF technology 
and how it could be the future of UDDI. This article will present 
cases that expose the shortcomings of UDDI and discuss
how these issues may be solved with RDF.

Web Services Interfaces: Back to the Future?
Web services, with XML replacing HTML as the data exchange 
medium, is bringing significant changes in the way Web-based 
applications are built. A Web browser need no longer be the 
obligatory interface. This article looks at the architecture 
available today and what the future holds.

Why Publishing is Getting 
More Complicated and Costly
When we spoke recently with someone who is just beginning to find
his way through the standards, technologies, products, and vendors
related to XML publishing, we were struck by the lack of helpful
information resources for the uninitiated. In this first of four articles,
we look at the practical problems of capturing and sharing informa-
tion that you and many others are facing today – problems like deliv-
ering information to multiple types of media, making updates faster
and easier, and reducing the cost and time to translate and publish.

OAGi Update
This year is OAGi’s tenth anniversary. We focus on where it has been
and where it is going with XML, Web services, SOA, and more.

in a developer framework and

Web services. Part of its mer-

chant tools, PayPal Web serv-

ices offers four informational

and transactional APIs:

TransactionSearch,

GetTransactionDetails,

RefundTransaction, and

MassPay. These APIs enable

developers to create payment

applications that integrate

with the PayPal platform. One

additional interesting compo-

nent, Instant Payment

Notification (IPN), allows

real-time integration of the

PayPal payment processing

system with a third-party

application. For example, a

developer can use IPN to

respond to an incoming pay-

ment by e-mailing a registra-

tion code to an end-user and

sending a fax to a fulfillment

partner. 

PayPal has grown in a sim-

ilar fashion to eBay, from sim-

ple interfaces based on

HTTPS, to the recent addition

of SOAP and WSDL-based

Web services. PayPal has

recently added a test environ-

ment called the PayPal

Sandbox, which is very similar

to the eBay Sandbox. 

In addition, PayPal Developer

Central offers information

about how to set up developer

certificates, get started with

PayPal APIs, and access devel-

oper forums for discussion

and questions. Given the

challenges inherent in build-

ing a secure system for work-

ing with financial transac-

tions over the Internet,

PayPal’s advances in the Web

services arena represent a sig-

nificant step forward for e-

commerce. 

As eBay continues to grow

and acquire new entities, the

Web services framework

serves as an important strate-

gic solution. 

For more information see

www.paypal.com/pdn. 

Conclusion 
“A platform is something

that other people build on top

of. Hundreds of thousands of

people have built successful

businesses on eBay. Millions

have built relationships with

others over shared areas of

interest. eBay has been a plat-

form long before we had an

official Platform or Developer

program. You know you’re an

effective platform when some-

one builds something you never

predicted.” – Pierre Omidyar,

eBay founder and chairman 

eBay’s need for Web servic-

es grew out of a need to grow

the company while retaining

the flexibility for others to inte-

grate and innovate. From there,

Web services have grown to

serve an important strategic

role in the growth of the com-

pany. By focusing on the prag-

matic, critical needs of the

company, partners, and users,

eBay has become a silent giant

of the Web services world. 

Through Web services, eBay

has been able to transform

itself from a popular Web site

into a Web platform. Through

the use of core technologies

such as XML, HTTP, SOAP, and

WSDL, eBay has been able to

provide highly scalable, well-

performing Web services. The

business benefits are real

today, and are expected to

serve as a critical engine for

growth into the foreseeable

future. 
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T
he progression has been

interesting to watch: both

technologies have carved

out niches on either side of

the corporate firewall. For exam-

ple, the large enterprise software

makers – especially the major

ERP vendors such as Oracle,

PeopleSoft, and SAP – have devel-

oped business software applica-

tions almost exclusively based on J2EE.

However, a quick glimpse behind the fire-

wall shows that application customers are

selecting .NET as the internal development

tool of choice. 

While each technology has a set of

strengths and weaknesses, the advent of

Web services has changed the paradigm

because it facilitates communication

between the two technologies. What’s

more, from the enterprise perspective J2EE

and .NET are beginning to look less and

less like competitive technologies and

more like complementary languages 

working hand in hand.  

.NET Preferred for Internal 
Custom Development 

Microsoft’s decision to support so many

different developing environments to

ensure that all are capable of producing

.NET code was nothing short of brilliant.

For many companies and customers of

enterprise applications, this event was the

single most compelling reason to transi-

tion toward a .NET environment for 

internal development. 

Microsoft’s support enabled enterprises

to leverage the existing expertise of pro-

grammers with skill sets in languages such

as Visual C++ and Visual Basic because

these programmers could immedi-

ately begin producing applications

in .NET. To add to the benefits,

Microsoft provided tools and

guidelines for taking the entire

legacy client/server and desktop

applications and porting them to

Web-based environments.  

As with many choices in tech-

nology, advantages gained general-

ly also come with drawbacks. The adapta-

tion of .NET technology comes with

dependencies on platforms, browsers, and

licenses from Microsoft. This fact has been

the impetus for application developers to

use J2EE more often than not. 

Flexibility Out-values Productivity 
What a developer gains in productivity

from .NET is lost in flexibility and the busi-

nesses that develop enterprise applications

have taken note. Although Java in a J2EE

design is a considerably more difficult

environment in which to program, once

built, the flexibility of the application

deployment and the scalability of a J2EE

architecture far outweighs the additional

development costs.

To put it another way, in order to devel-

op and sell an enterprise application to the

widest possible customer base, the applica-

tion must run on any hardware platform,

with any operating systems and without

licensing fees. This must include everything

from the smallest handheld device to the

largest cluster of servers. To this end, there

is one choice: J2EE. 

Truce Between Giants
So why are these two technologies

becoming complementary? The most over-

looked component contributing to this

trend is the unprecedented willingness of

Microsoft and Sun Microsystems to agree

to work together on a common standard

for Web services. This now allows enter-

prise application customers – many of

whom have already made substantial

investments in one technology or another

– to easily use both J2EE and .NET.

Traditionally, the only choice for enabling

various applications, built within these

separate environments, to communicate

was with extensive – if not expensive – 

custom development. 

While some might argue that Web 

services is not the best possible solution

for every interface, the fact that users

now have a convenient method for

exchanging data between enterprise

applications developed in different tech-

nologies cannot be overlooked. For exam-

ple, with Web services a major ERP appli-

cation developed in J2EE now has the

capacity to communicate with a Web 

portal developed in .NET. 

For those that doubt the significance 

of the truce between Sun Microsystems

and Microsoft imagine this: without the

standard the enterprise software industry

would be looking at years of competing

technologies similar to the browser battles

between Netscape and Internet Explorer

that reigned in the 1990s.

The Corporate Customer 
Wins with Standards

Regardless of which technology is 

superior, the standardization of Web 

services brought with it the dawn of a new

era in software development. End users no

longer have to sink all of their hopes into

one technology or the other – the freedom

to choose from the best applications with-

out concern for the core technology opens

the possibility for new advancements in

technology and the function of technology.

In summary, two formerly competitive 

technologies have begun to look more 

and more complementary, and the end 

result means that the corporate customer 

wins. 
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WSJ: GUEST EDITORIAL

J2EE + .NET
Greater than J2EE versus .NET

A few years ago, a heated debate raged over the benefits of two competing technologies: .NET

versus J2EE. Microsoft advocates affirmed that .NET was superior and likewise Java enthusiasts

asserted similar observations about J2EE. As it turns out, both camps were at least partially correct.

WRITTEN BY

ED COHEN
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C
ount yourself lucky if you’ve had

the foresight to coordinate your

migration efforts around this type

of plan. Many organizations

stumble their way into the world of Web

services and what they perceive to be

SOA. This “inadvertent migration” is

often the result of blindly adopting

updates to established development tools

and following the vendor's lead with

regards to how the next generation of

applications should be built this time around. The

danger of allowing architecture to evolve in this

manner is that you never attain a sufficient level of

control over the underlying technology. Little or

none of your environments become standardized,

and new product platforms further entrench lay-

ers of proprietary technology.

One of the core benefits of SOA is its ability to

unify previously disparate environments. In plan-

ning a migration to a standardized adoption of

SOA you therefore have an opportunity to erase

some of the neglect from the past. Web services

and the vendor-neutral communications frame-

work they establish can bridge disparity and unify

interoperability on both data representation and

messaging levels. SOA fully leverages this frame-

work by introducing standard service design char-

acteristics that foster interoperability between

services, solutions, and organizations. 

The potential upside is obviously signifi-

cant, and well worth the battle that lies

ahead in achieving this transition.

Your best defense against the poten-

tial disruptions, costs, and risks that

can follow SOA into an organization

is the creation of an SOA Transition

Plan. This article provides a set of

best practices that will assist you in

preparing for and developing such a

plan. 

Define SOA Within 
Your Own Organization

Surprisingly, one of the greatest obsta-

cles to adopting SOA is a lack of under-

standing of what actually constitutes a serv-

ice-oriented architecture. If you were hand-

ed a blank piece of paper and asked to write

a generic definition of SOA in the next 10

minutes, what would it be? You (and any

other decision makers who are part of a

migration project) need to be able to clearly

describe concepts such as service autono-

my, process encapsulation, and service

composition, while distinguishing the dif-

ferences between SOA and traditional dis-

tributed architectures. You’ll also need to

understand how SOA affects business

process modeling and introduces a new

integration model.

Without a clear vision of what SOA is in

the abstract, you will be in no position to

contribute to or even assess the merits of a

transition plan. This is because the core of the

plan will need to consist of a high-level design

in which you define how and to what extent

SOA will become part of your organization. This

definition will then become the ultimate goal of

your migration effort, followed by detailed tech-

nical designs, organization processes, and

strategic decisions that will be determined in

support of this goal.

Invest in an Impact Analysis Before
Developing the Transition Plan

In order to assess the feasibility of a transi-

tion to SOA, you first need to estimate the real-

world impact such a migration will have.

Therefore, you should consider holding off any

sort of planning until an initial impact analysis

is complete. 

SOA’s reach is broad. Hence the scope of this

report may exceed what you are accustomed to

associating with a traditional impact analysis.

Specifically, this type of research effort tends to

include in-depth assessments of current and

upcoming development tools, infrastructure

requirements, skill-set and training require-

ments, proposed new middleware, changes to

organizational processes, changes to security

models and policies, and a list of recommenda-

tions associated with architecture, custom stan-

dards, and project management approaches.

Keep in mind that if you decide to postpone

your transition, much of this analysis work may

lose its value. While SOA design principles will

remain relatively static, a great deal of the

underlying technology will continue to evolve

and change. Even a delay of one year will

require a significant re-analysis. On the other

hand, if you do decide to proceed with a transi-

tion now, this upfront analysis effort will have

already laid the groundwork for your project.

(However, if you are planning a long-term

migration, re-analysis may still be required, and

should be a task scheduled as part of the plan.)

Set the Scope of the Transition
Using the impact analysis results as your

primary guide, and factoring in budget con-

straints, related project requirements, and

other external drivers (such as strategic

business goals), you should be able to deter-

mine the scope of your planned transition.

It is not uncommon for an SOA transition

plan to apply only to a subset of an organi-

zation’s technical environment. For

instance, there may be several legacy areas

of an enterprise that do not warrant any

intrusion by service encapsulation. Perhaps

WSJ: SERVICE-ORIENTED ARCHITECTURE

Best Practices for
Transition Planning
Taking control of SOA

Despite the magnitude of a migration to a service-oriented platform, the continuing uncertainty

of critical WS-* standards, and the often thundering impact of large-scale SOA deployments, now

is the time to start considering the move. The key to a successful transition is to find a spot of

calm amidst the storm of activity surrounding SOA, and develop an intuitive plan that will guide

your organization through a path of technical obstacles, organizational resistance, and ever-shift-

ing industry trends.

WRITTEN BY
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your goal is to build a dedicated hosting

environment intended only to support new

service-oriented applications. More often

than not, however, integration requirements

drive SOA transitions, in which case the

scope of your project could easily see the

introduction of SOA affect a majority of

your IT enterprise.

Setting the scope of your migration pret-

ty much determines the structure and size

of your plan. The scope also dictates a great

many parts of your plan’s deliverables,

including the amount of new technology

introduced, the extent to which existing

organizational processes are modified, the

number of new or revised standards

required, and the migration model that is

chosen. The use of a migration model, such

as the Layered Scope Model, is highly advis-

able, as it provides you with a customizable

template for building project phases around

specific migration milestones.

Change the Project Team’s Mindset 
Service-oriented principles themselves

are not complex, however, the application of

these principles can result in relatively com-

plex automation solutions. This is especially

the case when services from different solu-

tions are shared and composed to support

new or modified business processes. If you’re

going to live in a service-oriented world, your

project team will need to change the way it

thinks about fundamental aspects of com-

mon architecture, such as componentization,

integration, and process automation.

One of the more significant revelations

team members will be faced with is how

much SOA differs from an architecture that

uses Web services only  peripherally. Even a

large-scale deployment of Web services does

not necessarily constitute an SOA. This new

design paradigm brings with it a set of dis-

tinct principles that need to be applied in

order for an architecture to be considered

truly service-oriented. 

There also needs to be a common

acceptance of the fact that service-oriented

theory is not solely related to the eventual

implementation of technology. Concepts,

such as process encapsulation and service

composition, extend beyond technical envi-

ronments, and can change the manner in

which business processes are structured and

modeled. This has significant implications, as

the introduction of SOAs can force change

beyond the realm of technology, affecting

business analysts and existing modeling 

standards. 

Without a sound understanding of these

and other changes to how distributed solu-

tions are traditionally designed, you will intro-

duce risks to your project. Foremost of these

is the danger of laying a weak foundation built

around the use of Web services, but omitting

the unique characteristics that define SOA. 

Expect Evolution to 
be Part of the Migration

It may read like a tired line, but investing in

SOAs is “building for the future.” Whether you

need it or not, you will be creating an environ-

ment in which interapplication (and even intra-

application) communication becomes nonpro-

prietary, and therefore provides the constant

potential of open interoperability. You will also

be designing solutions consisting of autonomous

units of application logic (services) that can be

efficiently composed and recomposed to accom-

modate changes in the business processes they

automate. 

These, and other SOA characteristics, can

lead to significant benefits and an overall superi-

or enterprise. Achieving all of this, however,

comes at the price of serious commitment and

investment. It also requires that you stay open to

the sometimes unpredictable evolutionary

nature of SOA. In larger scale transition projects,

it is not uncommon for the environment you

end up migrating toward to be very different

from what you originally defined in your transi-

tion plan. Further, it will likely continue to

change soon after the migration project finishes.

This is the nature of SOA. 

And, while WS-* standards continue on their

volatile path, products that implement these

standards will undergo continuous refinements.

This can turn a physical target architecture into a

moving target. It is easier to simply accept this

ahead of time than to get frustrated at having to

continually adapt. The bottom line is that when

you document the environment you want to

establish upon completion of your migration,

realize that what actually gets implemented will

likely differ. Then, compensate for this by incor-

porating a means of facilitating regular change

(through iterative design cycles, for example, 

into your plan. 

Use Speculative Analysis to 
Build Toward a Future State 

In order to best leverage the potential of Web

services within SOAs, it is often advisable to

build an environment capable of providing more

than what your immediate requirements ask for.

A speculative analysis entails a realistic predic-

tion of how your technical environment will

change over the immediate future following the

completion of your transition. This analysis is

based on current corporate goals and anticipat-

ed changes to an organization’s business areas.

Typically, you won’t want to venture out more

than 6–12 months with these predictions. What

often results is a set of new requirements (com-

monly integration-related) that can be greatly

facilitated by introducing design changes ahead

of time. 

With this approach you obviously run the

danger of wasting time and money on features

that end up not getting used. Of course, anything

can change and no speculation can be guaran-

teed. However, if a little more up-front design

and development effort can spare the signifi-

cantly larger amount of effort required to

redesign and redevelop solutions (which incurs

associated testing and deployment overhead),

then it’s worth the gamble.

For example, imagine that the results of

your analysis indicate a strong likelihood of

“ one of the greatest obstacles to 
adopting SOA is a lack of understanding 

of what actually constitutes a 
service-oriented architecture ”
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two systems having to communicate with

each other within a year after you introduce

SOA to your organization. In this case you

are better off taking that potential require-

ment into account ahead of time. It may not

even necessarily require that you build new

functionality into your current system; you

can often accommodate future state archi-

tectures simply by designing increasingly

autonomous services with highly generic

interfaces, and by positioning these 

services as future application endpoints.

Prepare for Post-Migration Growth
A common mistake is to limit the scope of a

transition plan to the cycle of the migration

process. Even if the ultimate goal of your plan is to

establish Web services based on service-oriented

principles as the primary computing platform

within your organization, you still need to take

the post-migration growth of this new environ-

ment into account ahead of time.

Many organizations focus almost exclusively

on the introductory phase of the migration, ignor-

ing what it will take to maintain and expand these

environments. This oversight can be costly. For

example, IT managers are often shocked when

they realize how little of their existing infrastruc-

ture can be used to manage large-scale Web serv-

ices deployments (the second shock generally

occurs when the cost of upgrading the adminis-

tration infrastructure is presented). 

The best way to avoid this situation is to

speculate on the growth rate of Web servic-

es and SOAs within your organization, and

to then dedicate part of the up-front analy-

sis to an evaluation of current administra-

tion tools. Match up licenses with expected

administration requirements, add a contin-

gency for changes in the marketplace and

growth variance, and put this figure in your

initial budget. Finally, even if the anticipat-

ed usage of SOAs is minimal upon comple-

tion of the transition, ensure that an exten-

sible support infrastructure is delivered as

part of the migration project. 

Plan Transition Phases Around the
Introduction of Custom Standards

Nothing is more important to realizing the

benefits of SOA than creating and enforcing cus-

tom standards. SOA promises to establish an envi-

ronment that is open, adaptive, and fosters inter-

operability through a common, globally accepted

communications platform. A primary benefit of

this architecture is its ability to bridge platform

and data disparity. Without standardizing this

effort, however, the benefits actually realized will

be superficial. Nonstandardized SOAs will, in fact,

end up contributing to existing disparity. 

“Phasing in SOA means phasing in stan-

dards.” Base your approach on a motto similar to

this, and you should see the delivery of standards

documents take a prominent place in your

migration project. Planning the delivery of stan-

dards, however, is only the first step. The enforce-

ment of a standardized SOA will not only intro-

duce changes to technology and the organiza-

tion as a whole, it will also impose new con-

straints and limitations. It should therefore be

recognized that phasing in SOA and associated

custom standards in a controlled manner

requires the support and cooperation of the

entire IT department. 

Though an entirely separate topic, also worth

noting is the creation of standards for distributed

applications that will not be immediately migrat-

ed to SOA. There are a number of steps you can

take to build service-oriented characteristics into

a solution in preparation for a future migration.

Not only will this ease an eventual transition to

the Web services platform, it will greatly facilitate

any integration with service-oriented applica-

tions in the interim.

Other Best Practices
These best practices have focused almost

exclusively on the groundwork of your transition

plan. Unfortunately that is all I've been able to

provide here. Once you actually start authoring

the details of your plan, more best practices

come into play, such as:

• Assigning new roles and responsibilities

• Creating subprojects based on project phases

• Defining transition architectures

• Incorporating a service-oriented security

model

• Periodically revisiting original impact analysis

results

• Planning around application endpoints

• Structuring plans in support of ROIs

Summary
A good transition plan must coordinate

the strategic positioning of new concepts

and technologies within an organization.

With SOA, the execution of the plan achieves

an alignment of proprietary technology and

open industry standards with an organiza-

tion’s business goals. In other words, you

need to seize ownership over how SOA is

phased in on corporate, organizational, and

technical levels. Approaching migration in

this manner minimizes dependencies on

external drivers, and places the evolution of

this architectural platform in your hands.

About the Author
Thomas Erl is the president and chief architect of XMLTC

Consulting Inc. (www.xmltc.com) in Vancouver, Canada,

specializing in the delivery of service-oriented and XML-centric

solutions. He is the author of two books for Prentice Hall/PTR:

Service-Oriented Architecture: A Field Guide to Integrating XML

and Web Services and the upcoming Service-Oriented
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forward. Yet as powerful as these new platforms promise to be, this power will still come at

a cost. It’s the cost of complexity – today’s systems are very robust but very complex. 

The level of complexity involved in SOAs today requires enterprises to look beyond just

platform advancements and more into the way they manage their software and IT sys-

tems. Businesses need to demand the same level of rigor and predictability in how they

develop and deliver software as they do in other critical aspects of their business. Today it’s

too chaotic. There must be a higher level of predictability in building SOAs, more visibility

into the risks and costs involved, the impact on business and development teams, and a

better understanding of the benefits and return on investment a business hopes to

acheieve with these plans. 

This is an issue no matter what platform an enterprise relies upon for Web services.

About the Author
Dale Fuller is president and chief executive officer of Borland Software Corporation, with complete management responsi-

bility for the company. He joined Borland in April 1999 with more than 20 years of experience in general management,

marketing, and business development in the technology industry. Presently, Fuller focuses on extending the company’s

leadership in both the development marketplace and enterprise deployment.
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U
nfortunately, this editorial
has been misunderstood in
some quarters as an attack
on the virtues of upfront

design versus most organizations’ 
“just start coding” approach.
Others among my critics have sug-
gested that I bring the value of the
.NET platform into question
whenever I suggest that not every
legacy system out there is an equally good
candidate for migration to my favorite plat-
form. To both of these groups, I have just one
thing to say: get real!

As a Microsoft Most Valuable Professional
for the .NET Compact Framework and princi-

pal consultant for Magenic
Technologies, Inc. (http://www.
magenic.com), a premier software
development and consulting com-
pany focused on Microsoft technolo-
gy, I am well acquainted with the
value of up front design and educa-
tion. Organizations that refuse to do
proper planning and design before
embarking on the construction of

any modern, large-scale system will soon
find themselves bleeding money like stuck
pigs once they get midway in their develop-
ment efforts.

This truth will become increasingly evi-
dent as the move towards interconnected, serv-

ice-oriented architectures (SOA) continues to
accelerate over the remainder of this decade.
SOA has rendered forever obsolete the
idea of the lone programmer acting in
complete isolation as analyst, architect,
and coder for any serious software 
project.

We are fortunate as software engineers
to have a platform as robust and extensi-
ble as .NET upon which to build the
large-scale SOA systems of the near
future. Virtualized execution on the CLR
(Common Language Runtime) represents
the same quantum leap forward in relia-
bility and security as the move from DOS
to Win32 before it. The ability to trans-
parently access, store, and expose object-
based functionality via industry-standard
XML is – although not strictly required by
SOA – so fundamental to 21st-century
interoperability requirements as to make
any attempt at modern software develop-
ment in its absence nearly impossible!

The devil in all of these details, 
however, is the phenomenal difficulty
that can arise in implementing any of
these technologies without sufficient
expertise. .NET reduces the knowledge
base a developer needs in order to be
successful with SOA to the absolute
barest minimum. It is for this single 
reason that I expect .NET to become an
increasing dominant platform as the role
of SOA within organizations continues to
expand in 2005 and beyond.

In preparing this editorial for publica-
tion in WSJ, I consulted a number of soft-
ware engineering experts here in Illinois,
where I live. Arguably the most famous
person to respond was Ralph Johnson –
one of the coauthors of Addison-Wesley's
famous Design Patterns book and current-
ly on the faculty at the University of
Illinois at Champaign-Urbana. To read
about what he had to say, as well as my
response, visit my blog at
http://derek.blog-city. com/.

About the Author
Derek Ferguson is a principal consultant for Magenic

Technologies, Inc. (http://www.magenic.com), a premier

software development and consulting company focused

on Microsoft technology. He is also editor-in-chief of 

.NET Developer's Journal and a Microsoft Most Valuable

Professional for the .NET Compact Framework.
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Prepared for tomorrow’s 
service-oriented world
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I recently wrote an editorial as editor-in-chief of .NET Developer's Journal in which I

openly questioned the value of re-architecting existing systems to use the latest and greatest

technologies. Specifically, I illustrated my argument with the case of a local ISV (independent

software vendor) I know that spent several months re-architecting a successful COM-based

application to use .NET while its competitor continued to add features to its existing system.

The end result was that after a few months of development by both organizations, the 

company that had stayed on its legacy platform and invested in features had a much richer

product than the folks who had spent their resources porting to .NET.

WRITTEN BY

DEREK FERGUSON

“ SOA has rendered forever obsolete 
the idea of the lone programmer acting 

in complete isolation ”
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SUPPLEMENT

XML-Based Interop, Close Up
In addition to the strategy side of Web services, there is also the protocol-oriented side

of things, the XML side. Embracing not only XML itself but also the full range of
mainstream XML-based technologies like XPath, XSLT, XML Schema, and SOAP, XML-

Journal has been delivering insightful articles to the world of developers and develop-
ment managers since the year 2000.

It is our privilege to bring XML-Journal directly to readers of Web Services Journal, and
vice versa. Anyone already familiar with the Web services world of SOAP, UDDI, and
WSDL will find here articles and features each month that will interest them – about the
cutting-edge technologies and latest products that are changing not only our industry,
but the way the world exchanges
information. To make it easy for
you to find your way around, we
have four distinct sections:  

Content Management:
Organization, dissemination, 

and presentation of information

Data Management:
Storage, transformation, representation, 

and general use of structured and unstructured data

Enterprise Solutions: 
Systems and applications that manage 

mission-critical functions in the enterprise

Labs: 
Product reviews, book reviews, tutorials, 

and standards analysis

This Month
XQuery: Reporting XML Data

BY SESHU KUMAR ADIRAJU & 

SRINIVAS THONSE

Reporting is an important functionality in soft-
ware business applications and is now increas-

ingly required for XML data. Applications typical-
ly generate reports by extracting relevant infor-

mation from a database. Applications that don’t
adopt XSL/FO and proprietary techniques.  

Application Integration Using
XML: An Open-Architecture

Approach Provides 
Unforeseen Benefits

BY MIKE MORGAN

Application integration comes in many
forms, whether it be integration between compo-

nents of a single software system or integration
between systems. Making use of a common

communications protocol between disparate sys-
tems allows for the creation of a system in which
the benefits of the combined system exceed the

benefits of each of the standalone systems. 

Citrix Systems – A Global
Company with a Mission

BY GIJSBERT IN ’T VELD

Citrix, a leader in access infrastructure
solutions, launched a global systems 

integration project and turned to Microsoft
and Covast for help. They chose the Covast

EDI Accelerator to provide connectivity to
their 120 distributors worldwide and to
enable the exchange of EDI documents.

Managing Engineering
Information

BY CHRIS RANDLES

It’s virtually axiomatic: technology innova-
tions first boost personal productivity then

group productivity. Today’s goal is to harness
other personal productivity gains that technolo-

gy has delivered and transfer them to entire
organizations.

XQuery:
Reporting XML

Data
Pg.48

XQuery:
Reporting XML

Data
Pg.48
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Using XQuery and templates
WRITTEN BY
SESHU KUMAR ADIRAJU &
SRINIVAS THONSE

Reporting is an important functionality in software
business applications and is now increasingly required
for XML data. Applications typically generate reports

by extracting relevant information from a database.
Applications that don’t use the underlying database for infor-
mation storage adopt XSL/FO and proprietary techniques.
Other solutions rely on migrating data to a database to enable
reporting. These techniques are inflexible and expensive for
reporting XML data.

A cost-effective and flexible reporting framework allows quick

report creation  and keeps the reporting independent of the exist-

ing code base and the XML data source.  This article examines a

reporting framework that uses Report Templates and XQuery to

fit the bill. The report templates contain static content and for-

matting information for the report (in HTML) and embedded

XQuery constructs to generate dynamic content. 

The reporting framework provides an execution context and

also some value-added services like converting the XML report to

desired formats such as PDF, RTF, and HTML. XQuery is based on

XML with powerful but easy to use syntax like SQL. It is system-

independent and applicable across all sorts of XML data from

files to databases. The use of Report templates can result in faster

development cycles, improving turnaround time for report cre-

ation and offering greater flexibility.

Context
As an increasing amount of information is stored, exchanged,

and presented using XML, the ability to intelligently query XML

data sources and report this data becomes more important. 

While using XML for data representation brings a lot of flexi-

bility, extensibility, and openness, the lack of a high-level query

language until now meant that reporting XML data was complex.

The XQuery specification provides a powerful and convenient

language designed for processing of XML data.  

In this article, we propose an XML reporting framework using

XQuery. The framework allows creation of reports that are not

merely a transformation of XML data but involve querying,

extracting and analysis as well. XQuery aims to provide a standard

querying mechanism for all kinds of XML data sources. Therefore,

a reporting framework using XQuery can be used in a variety of

applications using XML data.  

The reporting framework was developed for and used suc-

cessfully in a UML-based modeling tool developed at Infosys.

Current Approaches
Most existing solutions use XSL files for reporting, but there

are many disadvantages in this approach. For one, XSL is mainly

a transformation, not a query, language. The syntax is difficult for

nonprogrammers. And, this technique is file based and cannot

work with other XML data sources. Other approaches are propri-

etary and come with an additional cost. Some solutions use a

template-based approach for reporting, but use proprietary tags

in the template. 

This requires a standards-based solution that will allow

querying from disparate data sources. We require a

reporting/analysis framework that: 

• Uses a query language that is easy to use (by domain experts)

• Uses a query language that supports arithmetic and Boolean

operations, conditional logic, recursion,  aggregation, sorting,

filtering and access to environment information

• Supports disparate XML data sources including streamed XML

data 

• Allows easy formatting of the report, preferably through tem-

plates

• Facilitates easy customization of reports 

Introduction to XQuery
Let’s take a high-level look at XQuery and cover some aspects

relevant for this article. (For more details on XQuery see

References.)

XQuery introduces an easy-to-use, high-level query language

syntax for XML. XQuery is to XML what SQL is to databases. It is

designed to be a language in which queries are concise, easily

understood, and human readable. It is also flexible enough to

query a broad spectrum of XML information sources, including

both databases and documents. Like SQL for relational databas-

es, XQuery will become a system-independent standard, applica-

ble across all sorts of XML data. 

XQuery offers different types of expressions – called FLWR

(pronounced “flower”) expressions. FLWR is an acronym for the

for-let-where-return XQuery keywords. Also, it supports path-
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expressions and element/attribute con-

structers. Using these features we can

use XQuery to Query, Transform or even

construct XML documents.

XQuery can be used in different

usage scenarios, such as,

• XML Transformation: XQuery pro-

vides a powerful (extensible) mecha-

nism for nontrivial transformations

of XML documents from one format

into another . 

• XML Data Extraction: XQuery can

be used to extract XML data from dif-

ferent sources like XML documents, relational databases or

Native XML Databases. 

• HTML/XHTML Generation: HTML/XHTML pages can be gen-

erated dynamically using embedded XQuery, similar to other

techniques like JSP, ASP, and PHP, etc.

Proposed Framework: Report Templates 
Using XQuery

In this section we present a new Reporting framework using

Report templates and XQuery.  This reporting framework can be

used by any application that stores application data in XML. 

Reporting Framework 
The Application “XML Data” can be available in different XML

formats. The report content and structure are defined in an

“XQuery Report Template”. The “Template Runner”’ runs the

Report Template against XML Data to generate a report in

XHTML format. 

Optionally this report can be converted into other formats like

PDF or RTF. Also, for applications storing data in non XML for-

mats, an additional component “XML Generator” can create XML

representation of its data for reporting purposes (see Figure 1).

The Reporting Framework contains two main components,

“XQuery Report Template” and “Template Runner,” described

below.

XQUERY REPORT TEMPLATE 

The Report Templates are essentially HTML documents with

embedded XQuery. This approach is very similar to dynamic

scripting languages like JSP or ASP. 

The HTML part of the template defines the overall report lay-

out and formatting information. The embedded XQuery expres-

sions define the dynamic content that should be queried from the

project XML.  In fact, HTML and XQuery can be combined in two

ways. One, we can embed XQuery expressions in HTML tags.

Also, we can embed HTML within XQuery. This provides a lot of

flexibility in structuring the report template.

TEMPLATE RUNNER

The template runner provides the execution context for the

XQuery execution. It binds the XML Data and the user input

required for Report generation to the XQuery processor. It also han-

dles the output from XQuery processor and optionally converts the

report into formats like PDF, RTF, and HTML (see Figure 2). 

We used the XQuery library Qexo to process the XQuery

report. 

Using a similar approach, we have also published the model

data as a browse-able Web site. This has been found to be an

effective way of disseminating model data among the project

team. 

This approach provides an efficient mechanism to query

model data from XML and then use model data for analysis and

reporting. The key benefits of this approach are:

• Easy-to-write XQuery language that is human readable and

has high-level constructs similar to SQL.

• Easy-to-extend process as new models are introduced.

• Templates can be created independent of the tool without

change in tool code. Hence, there are fewer maintenance prob-

lems and greater productivity.

An Example
Let’s illustrate the XQuery template concept with the simple

example of a book catalogue. 

Step 1: XML Data
Consider an XML representation of a book catalogue with

details of the name of the book and the author. Listing 1 shows an

XML for the book catalogue. 

The XML has one node for each book and subnodes contain-

ing the details like title, author, and price information for each

book. 

Step 2: Report Template
Suppose that we want to create a simple report showing the

list of books. We need to create a Report template that queries the

XML file for that data and present the data in a tabular column.

Listing 2 shows a report template that does this. 

This template is a simple HTML document that mainly con-

tains a <table> tag with a header row and also an embedded

XQuery segment. The XQuery segment (enclosed in flower braces

‘{‘and ‘}’) is:

• let clause: The document command used to load data from an

XML document 

XQuery Report
Template

PDF
Report

Application

XML
Generator

Template
Runner Converter

XML
Data

Report as
XHTML

DOC
Report

HTML
Report

Run

Template

Figure 1 • XQuery reporting framework
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Figure 2 • Template runner
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• for clause: For every “book” in the “catalogue”

• return clause: Book title and author

The enclosing HTML provides the required formatting.

Step 3: Template Execution
Next, the Template runner executes the Report template

(Listing 2) against the XML data (Listing 1). 

Template runner creates the execution context for the

XQuery processor. The execution context provides access to the

XML data and also executes the xquery against it. The context

can also be used to bind any other variables that might be pro-

vided during execution of report. For example, the report might

require user inputs like author name as a filtering criterion.

Template runner performs this binding during the report exe-

cution. 

The output from Template Runner is a XHTML document

which can be converted to PDF/RTF/HTML formats.  Figure 3

shows an RTF report generated from the Report template shown

in Listing 2.

Step 4: Template Modification
One of the main advantages of the template-based approach

is that the report templates can be modified easily, without

effecting the rest of the application. For example, assume that

we need to modify the report created above to show the book

price in addition to the title and author. Also, let’s say that we

require this information only for the books available in paper-

back format. The modified template would be as shown in

Listing 3.

The template introduced an extra column in the HTML table

tag for displaying the price information. A “where clause” is intro-

duced to query for only those books available in “paperback” for-

mat. The third change is the expression to query and display the

price. The generated report is shown in Figure 4.

This simple example shows how easy it is to change both the

content and the formatting of the report with the XQuery tem-

plate approach.
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Figure 3 • Sample report
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<?xml version="1.0"?>
<catalogue>

<book> 
<title>Hamlet</title>

<author>Shakespeare</author>
<price format="Paperback">4.99</price>
</book>
<book>
<title>Romeo And Juliet</title>

<author>Shakespeare</author>
<price format="Hardcover">11.89</price>
</book>
<book>
<title>Time Machine</title>

<author>H G Wells</author>
<price format="Paperback">3.99</price>
</book>
<book>
<title>King Richard II</title>

<author>Shakespeare</author>
<price format="Paperback">13.99</price>
</book>
<book>
<title>Midsummer Night's dream</title>

<author>Shakespeare</author>
<price format="Hardcover">12.59</price>
</book>
<book>
<title>Merchant Of Venice</title>

<author>Shakespeare</author>
<price format="Hardcover">12.60</price>
</book>
<book>
<title>Julius Ceaser</title>

<author>Shakespeare</author>
<price format="Paperback">4.99</price>
</book>

</catalogue>

<html>
<body>

<h1 align="center">Book Catalogue</h1>
<table   width="80%"  border="2" columns="2">
<tr>  
<th> <b>Title</b> </th>
<th> <b>Author</b> </th> 

</tr>
{
let $catalogue := document("catalogue.xml")
for $book in $catalogue/book
return
<tr>
<td> {string($book/@title) } </td>
<td> { string($book/@author) } </td>

</tr>
}
</table>
</body>
</html>

<html>
<body>
<h1 align="center">Book Catalogue - Paperback</h1>
<table   width="80%"  border="2" columns="3">
<tr>  
<th> <b>Title</b> </th>
<th> <b>Author</b> </th> 
<th> <b>Price</b> </th> 

</tr>
{
let $catalogue := document("catalogue.xml")
for $book in $catalogue/book
where $book/price/@format = "Paperback"
return
<tr>
<td> { string($book/@title)  } </td>
<td> { string($book/@author) } </td>
<td> { string($book/price)   } </td>

</tr>
}
</table>
</body>
</html>

LISTING 1•

LISTING 2•

LISTING 3•

Download the Code
www.sys-con.com/xml



Conclusion
XQuery is based on XML and has powerful but easy-to-use

syntax like SQL. This makes it easy for authoring templates by

domain experts. Using Report templates can result in faster

development cycles and keep application and reports independ-

ent of each other. This improves the overall turn around time for

report creation and also offers greater flexibility. 

XQuery is a system-independent standard, applicable across

all sorts of XML data. The majority of XML database vendors, tool

vendors and even some relational database vendors, have devel-

oped or announced plans for XQuery support.  Therefore, XQuery

Template based reporting is a promising approach.
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A pplication integration comes
in many forms, whether it be
integration between compo-

nents of a single software system or inte-
gration between systems. Making use of
a common communications protocol
between disparate systems allows for
the creation of an integrated suite  of
applications whereby the combined
benefits exceed those of each of the
stand-alone applications. Using a com-
mon, standards-based protocol such as
XML as a means of communication
between the components in an appli-
cation provides for integration oppor-
tunities and expansion that can extend
the lifespan and benefits provided by a
system far beyond its original design.
This, in turn, can reduce the cost of cre-
ating new systems as existing compo-
nents have already been written and
tested. Also, the abilities of other exter-
nal applications can be integrated into
an existing application to enhance the
functionality with minimal additional
cost. Finally, because XML is a plat-
form-independent protocol, the inte-
gration of external applications can be
done without regard for the operating
system in which they currently exe-
cute; hence minimizing the depend-
ence on any one software platform.

This article focuses on:

• In-system communication benefits

• Integration with external systems

• Cost benefits and component reusability

In-System Communication
Benefits

A large software system is often com-

posed of various specialized pieces of

functionality for processing one or more

items of data. For example, a manufac-

turing organization may have an order

entry system that has multiple compo-

nents to perform specific tasks. One

component might handle the order ful-

fillment, another might take care of the

shipping and delivery, and a third might

handle calculating and generating the

billing. By utilizing a simple communi-

cations protocol, such as XML, inter-

connection between these different

components can be achieved while still

allowing for integration with other off-

the-shelf components to increase the

overall functionality of the system. 

In contrast, making the choice to use

a proprietary protocol results in extra

development time writing and debug-

ging that protocol, potential firewall-

related issues if communication needs

to exist across different physical loca-

tions (as is almost guaranteed in

client/server environments), and diffi-

culties that will be encountered when

the users want added functionality and

integration with other systems.

Most database vendors provide an

interface to their engines utilizing XML,

which allows for minimal data manipu-

lation and faster delivery time.

Attaching a Web interface to various

components of the application can be

simplified based on the number of

available XML integration packages that

are available (e.g., Castor or XMLBeans).

In the previous example, monitoring

applications might be required. The use

of XML, as a data encapsulation method,

would allow for interception or stream-

ing of work units throughout the system

for monitoring and processing. In the

future, an application might be required

that would allow for the display of items

queued for delivery. Utilizing XML to

manage the items as they pass through

the system would allow for easy integra-

tion to a user interface to display/man-

age a delivery queue.

Integration with External
Systems

External system integration allows for
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Application Integration Using XML:
An Open-Architecture Approach
Provides Unforeseen Benefits

The need to integrate more systems is crucial
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expansion of the functionality of the system in countless

ways. For example, a system that currently provides order

processing, fulfillment, and shipping could easily be integrat-

ed with an inventory control system if XML is used as a com-

mon communications method between the two systems. This

integration can be done using an XML derivative, such as

SOAP or any one of a number of standard XML extensions

that have been developed for different industries. 

“With the number of XML-based
standards being developed, the

opportunities for component
reusability have become 

greatly enhanced”

With the number of queuing technologies available to

process text-based requests, XML is a natural choice as a for-

mat for managing. Two systems can be integrated together

using messaging queuing technologies (available through

IBM, Microsoft, and other vendors). This connectivity would

create what appears to be a fully integrated solution. In this

manner, the two systems can be developed in parallel or one

of the systems can be developed separately and integration

can be completed once each system is fully functional. In

this manner, the benefits from the order entry system

improve the corporate bottom line, as do the benefits of the

inventory control system. But when the two systems are

combined together, such as orders are processed, the inven-

tory is updated and when inventory is received, the avail-

ability of products is now updated; the combined benefits

incorporate the best of both worlds and more.

Cost Benefits and Component Reusability
With the number of XML-based standards being devel-

oped, the opportunities for component reusability have

become greatly enhanced. There are hundreds of published

XML formats for dozens of various industries that provide a

basic format for encoding data. These formats allow for

development of cross system code. Once the components

are created that process format-specific XML, they can then

be reused elsewhere in the organization (or used by inte-

grating organizations) to process data of any given type. By

reusing these components, the time required to develop,

test, and bring a system into production is dramatically

decreased resulting in lower overall costs.

Most database servers today support accessing data by uti-

lizing XML. Since XML translates well as a data formatting

method for passing data over the Internet, this provides exten-

sive benefits for those who develop components that can be

used in systems that are being developed now and in the future.

As we look to the future, it is apparent that the need to integrate

more systems is becoming more crucial than ever, and XML

will clearly provide that ability easily and efficiently.
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CASE STUDY

Citrix Systems – 
A Global Company with a Mission

Poised for strategic and sustainable growth
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Citrix Systems, Inc., the global
leader in access infrastructure
solutions, is one of the top 15

software companies in the world.
Headquartered in Fort Lauderdale,
Florida, Citrix has offices in 22 coun-
tries around the world and conducts
over half of its business outside the
United States.

With 2003 revenues of $588 million,

Citrix has set an aggressive goal of grow-

ing to $1 billion in revenues and posi-

tioning itself for sustainable growth.

Citrix aspires to own the access infra-

structure software market, whose

potential is estimated at 8–10 billion

dollars, and the company is building out

its MetaFrame Access Suite of software

to do just that. The company also

acquired Expertcity, the market leader in

Web-based access services. Suffice it to

say, whether information is located on

the server or the desktop, Citrix solu-

tions provide secure, easy, and instant

access to it. 

Using Technology to Meet
Growth Objectives

An important part of Citrix’s strate-

gic growth plan is to use systems to

scale the business, rather than merely

increasing the workforce. The company

wants to reduce costs within its core

business operations and redirect those

resources to growth areas. “We have

been engaged in finding out how we can

make the engine at the core of our busi-

ness run better, so we can invest

resources in the emerging areas of our

business,” said John Gardiner, senior

director of Finance at Citrix Systems.

One way to accomplish this is to

put automated business processes in

place to reduce workload, accelerate

cycles, and provide enhanced support

to customers, distributors, resellers,

business partners, and other groups

with which the company interacts.

According to Gardiner, “We want to

put our people into roles where they

can think creatively and add value

instead of performing routine func-

tions. By automating these functions,

we can ensure maximum consistency

and efficiency, while freeing up staff

for strategic projects.”

The Global Systems
Integration Project

Citrix sells its software through an

indirect channel of distributors, value-

added resellers, and integrators. At the

outset of 2004, Citrix had 120 distribu-

tors worldwide, all of whom send pur-

chase orders to the company by either

fax or email. Citrix employs people to

process those orders. These employees

must manually check orders for accu-

racy, distribute them to obtain various

signature approvals, and then input

them into the company’s SAP system.

“This is a highly inefficient process

that is labor-intensive and time-con-

suming,” notes Gardiner. “At the same

time, our distributors are asking where

their orders are.” Typically, an order

works its way upstream from the pur-

chasing agent, to the distributor man-

ager, and then to the order entry team

at Citrix corporate headquarters. Once

an answer is obtained, the process is

reversed, and the order slowly works

its way back downstream.

“We want to implement a clearly

visible process that people can access

on demand, and see what is going on

at every stage of the transaction.

Trading partners want to see whether

Citrix has the order, whether the com-

pany has accepted the order, why the

order was rejected – if indeed it was –

whether the order has been sent to

manufacturing, if the order has

shipped, what the tracking number is,

etc.,” explained Gardiner. 

Citrix launched a global systems

integration project and turned to

Microsoft and Covast for assistance.

Citrix selected the Covast EDI

Accelerator to provide connectivity to

its 120 distributors worldwide and to

enable the exchange of EDI docu-

ments. The Covast EDI Accelerator, in

conjunction with Microsoft BizTalk

Server, provides the technical founda-

tion for an all-digital infrastructure,

offering both EDI functionality and

support for XML transactions. The EDI

Accelerator sits on top of Citrix’s exist-

ing solution for BizTalk Server, which

interfaces with its SAP enterprise
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resource planning solution. 

Citrix is currently tackling the pur-

chase order process with a worldwide

rollout underway throughout 2004.

The system will ultimately process

80% of orders placed by distributors.

Next year the company will use that

infrastructure to automate even more

processes, such as invoice manage-

ment, partner list authorization, and

price changes. For smaller partners

who may not have the IT staff or infra-

structure to support trading with

Citrix through either EDI (electronic

data interchange; as supported by

Covast) or XML (as supported by

Microsoft), Citrix intends to use

Internet commerce and enable them

to order online. 

Citrix recognized early in the evalu-

ation process that this project required

a significant effort in terms of EDI

expertise. With so many EDI formats

available, Citrix wanted a provider that

had built its business on developing

EDI solutions. During the initial dis-

covery phase of the project, a

Microsoft account manager recom-

mended Covast for a full-featured EDI

solution that could support purchase

orders, advance shipment notices,

invoicing, and point-of sale inventory. 

“If you look at BizTalk, it is a really

good messaging software, and BizTalk

Server 2004 is particularly impressive,”

said Dan Nicolaison, senior manager

for Information Technology at Citrix

Systems. “The logic to handle all of the

hundreds, if not thousands, of EDI

documents, between the standard X12

and EDIFACT, is enabled in our system

through Covast’s solution. The BizTalk-

Covast partnership is a great marriage

for us,” continued Nicolaison. 

In the all-digital infrastructure for

purchase order processing that Citrix is

implementing, the company will get the

information it needs in electronic for-

mat from its distributors via EDI, XML

or the Web. Those electronic documents

will get processed through Covast EDI

Accelerator for BizTalk Server and sent

to SAP. “Through our all-digital infra-

structure, we will be able process an

order twenty-four by seven, 365 days a

year, and every clean order we receive

will be processed without anyone hav-

ing to touch it,” said Gardiner. “That is

what we are driving to.” 

“By enabling us to put
a better set of head-

lights on our business,
this initiative will

enable us to manage
our business in a much
more proactive way”

But how will Gardiner’s team deal

with human error, such as entering the

wrong product number or forgetting

the contract number? The real benefit

to Citrix is that employees who are

currently focusing on processing rou-

tine orders will have the time to help

distributors get those orders right. The

order processors of today will deliver

more value-added service, as well as

better customer service, because the

Covast-BizTalk system has automated

a manual function. “This will funda-

mentally help drive the business to the

1 billion dollar goal,” noted Gardiner. 

Citrix did put some numeric stakes

in the ground as to precisely how much

value the global systems integration

project would deliver for the company,

both in terms of cost savings and pro-

ductivity increases. Savings stem from

lower turnaround time on orders,

whereas increased productivity will

grow top-line revenue across the com-

pany. “The tangible benefits we tied to

deploying this system are in the mil-

lions of dollars,” explained Gardiner.

Intangible benefits of the system are

numerous for Citrix’s partners. With auto-

mated ordering, if there’s a problem with

an order, the partner knows of it immedi-

ately. In addition, the product ships to

partners the same day. “Partners get a lot

more visibility through functionality like

order confirmation, advanced ship

notices, and shipment confirmations,”

said Nicolaison.

Beyond the purchase order benefits

for Citrix, the all-digital infrastructure

will enable point-of-sale reporting and

inventory reporting on distributors. As

Citrix brings partners online with EDI

and XML, Gardiner and his team will

have distributor data available on a

daily basis and the Citrix team can see

exactly what is happening in real time.

At the close of each business day, the

team will know whether demand is

going up or down, and how to adjust

and react to trends and changes. The

system will show Gardiner’s team, and

all of Citrix management, whether

marketing initiatives are working and

whether new products are taking off.

“By enabling us to put a better set of

headlights on our business, this initia-

tive will enable us to manage our busi-

ness in a much more proactive way,”

concluded Gardiner.

Architecture: At a Glance
Citrix Systems runs on a complete

Microsoft environment. A Microsoft

operating system is running on BizTalk

Server 2003. Covast EDI Accelerator

runs on BizTalk Server. BizTalk Server

interfaces with Citrix’s SAP enterprise

resource planning system.
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It’s virtually axiomatic: technology
innovations first boost personal
productivity then group productiv-

ity. The PC, for example, first helped
individuals automate writing, account-
ing and personal organization func-
tions, then spawned group productivi-
ty through networks, the Internet and
e-commerce. Today’s goal is to harness
other personal productivity gains that
technology has delivered and transfer
them to entire organizations.

We in the design engineering indus-

try are no exception. We are particularly

intent on stretching personal productiv-

ity to the workgroup and the enterprise.

This is especially valuable as engineer-

ing organizations decentralize product

development and manufacturing, often

offshore, in search of lower costs and

around-the-clock productivity. To sup-

port this decentralized collaboration,

information must flow easily, coherently

and instantly among different kinds of

systems. 

This is why XML is a powerful force

promoting robust information exchange.

We see XML making an especially dra-

matic impact on productivity and collab-

oration in the area of innovation, specifi-

cally in its ability to enhance the manage-

ment of engineering information. 

XML’s premise is that every piece of

information, even the most granular

piece of data, can for the first time

include metadata that explains its pur-

pose and significance. As a result, virtu-

ally any data item can be captured,

managed, and leveraged. Web pages –

essentially vehicles for representing real

data – are giving way to documents that

contain and reveal and transmit mean-

ingful, structured content. 

XML’s simple text-based approach,

combined with the power of specialized

schemas eliciting meaning from other-

wise unstructured data, is enabling

engineers, R&D teams, and entire prod-

uct development groups to exchange

information more quickly. As a result,

they can participate more deeply in one

another’s business processes and auto-

mate these processes without overhaul-

ing applications to accept every part-

ner’s unique data format. Fueling this

evolution is the arrival of new XML

vocabularies. The design engineering

market – a market driven in part by

mathematical calculations – is again no

exception to this trend. 

The Lifeblood of Product
Development: Engineering
Methods and Values

Calculations and their results, the

lifeblood of engineering organizations,

are to an engineer as words are to an

author, paintings to a museum, or

money to a banker. Calculations power

innovation, whether a civil engineer at

Bechtel is assessing the

structural integrity of a

bridge, a mechanical engi-

neer at Motorola is devel-

oping a durable mobile

phone, or a chemical engi-

neer at Procter & Gamble

is determining the effect of

a new detergent on cloth. 

Too often organiza-

tions find a way to pre-

serve the result of a critical

calculation but lose track

of the assumptions and data that con-

tributed to it. And sometimes, they even

fail to preserve the result. XML promises

to help capture this elusive information

and provide what could be the biggest

step forward to date in engineering col-

laboration. It will give every product

design – and every engineering method

and value underlying it – meaning and

traceability, enabling on-time product

development, product quality, regulato-

ry compliance, and auditability. This is

calculation management.

Redefining Knowledge
Management in the
Engineering Enterprise 

Engineering enterprises have tradi-

tionally lacked powerful tools, XML-

based or otherwise, to manage the

methods and values underlying their

designs. Calculations in the engineer-

ing-based enterprise are frequently per-

formed in spreadsheets, or using pro-

gramming languages. In most organiza-

tions, this work is scattered across desks,

personal hard drives, document man-

agement systems, and file cabinets.

Although these methods and data are
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valuable corporate assets, they are

rarely treated as such. The focus is often

on the result of a calculation and not the

method of reaching it. The harm in fail-

ing to properly manage calculations is

needless redesign, sometimes disas-

trous errors, and always lost productivi-

ty and lost revenue. For that reason,

organizations are waking up to the need

to more strongly manage this aspect of

the product development process. 

Unfortunately, when equations are

represented most accessibly in printed

materials and handwritten notes, they

are static pictures lacking meaning in

the electronic world. In spreadsheets,

formulas are invisible (i.e., embedded in

the cells), as are functions coded in a

programming language. The beauty of

XML is that it can make calculations

usable and visible without embracing a

proprietary file format. All the elements

of a calculation are tagged in one lan-

guage, XML, and ready for other appli-

cations to consume or publish directly

into any selected document format. You

are embracing a method for encapsulat-

ing meaning in a way that can be inter-

changed with any individual, group or

machine. 

XML Vocabularies Describe
Calculations

Recognizing XML’s potential for cal-

culation management, the engineering

industry is developing several schemas

to capture engineering information for

better product development. UnitsML,

for example, is a standard describing

units of length, area, volume, mass, and

other measures that my company is

developing in cooperation with the

National Institute of Standards and

Technology (NIST). No longer is a num-

ber in an electronic document at best a

known quantity of mysterious unknown

units… Seven what? Meters? Liters?

Rads? Mph? Units can now be specified

in XML and searched, indexed and

retrieved across the Internet as such. 

My company has developed and

published the first comprehensive XML-

based schema for engineering, the

Mathcad XML Information Architecture

(XML-IA). Although XML schemes for

math already exist, this for the first time

accounts for the peculiarities of applied

math and engineering information,

including parameters, units, and results.

It is an open, nonproprietary data

model that incorporates UnitsML and is

readable by human engineers and their

software, whether it’s Mathcad calcula-

tion software or any other vendor’s

design, document management, data-

base, or product lifecycle management

(PLM) application. This is not just for

my company’s software; it’s for the ben-

efit of product development wherever it

takes place, across multiple companies

and systems, whichever they choose to

use.

“...organizations are
waking up to the need

to more strongly 
manage this aspect 

of the product 
development process”

Mathcad XML will further support

calculation management by making

engineering information traceable

through the enterprise via a central XML

repository. XSL Transformations (XSLT)

will translate documents for databases,

publication-quality reports, code devel-

opers, and search engines. Companies

can easily repurpose this engineering

information for calculation dependency

analyses and design-change appraisals.

These and other XML-related devel-

opments will help engineering organi-

zations better search for and retrieve

numbers, calculations and results from

within their organizations or partner

networks. They will be able to publish

their critical values in a wide variety of

formats with greater control over the

look and feel. They will be able to track

calculations across any number of proj-

ects yet hide or lock them when neces-

sary. They will more easily integrate cal-

culations and results with organization-

wide business processes and, through

Web services, automate their interac-

tion with upstream and downstream

applications. 

Specific Scenarios 
With XML, engineers will be able to

integrate calculations into automated

business processes across teams and

among discipline “silos.” An engineer,

for instance, could import procurement

data into a Mathcad worksheet and let

calculation results produce SmartSketch

CAD drawings, Excel spreadsheets for

financial analysis, and Adobe PDF docu-

ments (or any text-based format

because XML is highly flexible and struc-

tured) for reporting, all with the push of

a button.

Engineers will be able to identify at a

glance the origin of a particular value or

calculation regardless of how many

times it is cut and pasted to other docu-

ments. A design engineer, for example,

could publish a worksheet of constants

to be used as baseline data for all proj-

ects involving a particular vendor, creat-

ing an auditable trail of numbers

throughout the project. 

Organizations will be able to get con-

crete answers to commonly asked ques-

tions like:

• Did we use the current requirement

for cargo weight or the old require-

ment in this analysis?

• Can we give our vendors access to

that calculation?

• Does the delivered document match

the analysis that was actually per-

formed?

• Which design points depend on the

yield strength of ASTM316l steel, and

where did we get that number?

• I’m sure someone must have done

this calculation before.

• I hope we got the units right!

The ability to answer questions like

these separates great engineering organ-

izations from average ones and makes

the difference between efficient product

development and failing to cultivate the

potential market for your products.

Engineering organizations that harness

the full power of XML for calculation

management can nail these questions

every time and enjoy on-time product

development, higher product quality,

painless regulatory compliance and easy

integration with enterprise applications. 

The personal productivity that com-

puting delivered in the last decade will

be extended to the enterprise, and

results will be impressive.
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eNeon Systems Launches 
Shadow z/Services

(Sugar Land, TX) –  NEON Systems, Inc.,

a provider of enterprise-class

mainframe integration, has

released Shadow z/Services, a SOAP-based

mainframe integration solution that allows

organizations to rapidly transform CICS,

IMS, and IDMS applications into Web 

services. 

Shadow z/Services’ easy-to-use, single-

step configuration can accelerate the

development of mainframe Web services by

eliminating the additional programming

typically required with other mainframe

Web services products.

Shadow z/Services allows developers to

easily expose mainframe application logic

and application presentation environments

as Web services. Utilizing the product’s

Introspection technology, developers are

able to dynamically parse the application

program and screen definitions and gener-

ate the WSDL. 

www.neonsys.com

Altova Announces End-to-End Suppoft
of XSLT 2.0, XPath 2.0, and XQuery

(Beverly, MA) – Altova, producer of

XMLSpy and other leading

software development tools,

has introduced version 2005 of its product

line to enable accelerated application

development and data integration. Version

2005 includes the industry’s first native,

production-ready implementation of the

XSLT 2.0 and XPath 2.0 specifications

across the entire product line, as well as

native support for XQuery 1.0. In addition,

version 2005 adds powerful new features to

all of Altova’s products, including graphical

schema management, automated function

building, Eclipse integration, and relational

database content editing.

www.altova.com

Stylus Studio 6 Enables XML Data
Integration with Powerful New Tools

(Bedford, MA) – Stylus Studio , a devel-

oper of XML development and productivity

tools, has shipped Stylus Studio

6 XML Professional Edition, the

latest major release of its XML IDE. This

release adds new productivity tools and

enhancements that simplify the develop-

ment of standards-based XML data integra-

tion applications. Included is enhanced

support for XSLT 2.0, XQuery, XML Schema,

and XML Mapping. New in Stylus Studio 6

is Convert to XML, a flexible utility for con-

verting legacy or nonrelational data into

any XML format that can be used anywhere

in Stylus Studio you would use XML. 

www.stylusstudio.com

Forum Systems Announces Integration
with AmberPoint for SOA Life Cycle
Management

(Salt Lake City, UT) – Forum Systems, a

provider of trust management and threat

protection Web

services security

solutions, has announced a technology

integration with AmberPoint to advance

the life cycle management of Web services

and service-oriented architectures (SOA).

By activating an AmberPoint software

agent on Forum Web services security

products, enterprises can ensure real-time

connectivity and interaction

with AmberPoint’s Web serv-

ices management solutions, including

Service Level Manager, Exception Manager,

and AmberPoint Management Foundation.

The joint security and management solution

has already been selected by technology

leader Motorola to speed time to market.

www.forumsys.com, www.amberpoint.com

Enterprise Software Companies Select
Motive Profile to Build Self-Management
Capabilities Applications

(Savannah, GA) – Motive, Inc., a

provider of management

software, has announced that

three new companies are using its appli-

cation configuration management prod-

uct, Motive Profile: Callidus Software,

Lawson Software, and Primus Knowledge

Solutions. Motive Profile will allow these

companies’ customers to intelligently 

discover, capture, and compare changes 

in product configurations, helping their

application environments to become 

more self-managing.

In addition to these customers, Motive

recently announced that BEA Systems and

PeopleSoft have licensed core components 

of Motive Profile to provide customers

with enhanced visibility and control over

their respective enterprise applications. 

By automating traditionally manual,

labor-intensive configuration manage-

ment processes, Motive Profile allows

application administrators to pinpoint

changes in an application environment so

that they can more effectively plan prod-

uct changes, optimize product performance,

and minimize downtime.

www.motive.com

WSJ: NEWS

(Atlanta) – GT Software, Inc., a provider of

enterprise mainframe integration solutions,

has released Ivory Web

Services. Ivory is a new

product designed and written from the

ground up as a Web services solution that

complies with WS-I standards. It provides the

power of a “programmatic solution” without

the programming, for rapid, cost-effective

development and deployment of Web service

applications. With Ivory, developers can

include legacy applications into their service-

oriented architecture (SOA). It allows compa-

nies to graphically generate Web services 

for mainframe applications and data, 

and consume other Web services.

Ivory Studio is a PC-based development

application that lets organizations graphically

create and publish Web services from existing

mainframe assets. Ivory Server is a high-per-

formance SOAP server for seamless Web serv-

ice deployment. The solution enables enter-

prises to generate Web services and WSDL

without the long development time and high

costs associated with writing new programs.

www.gtsoftware.com 

e

(L to R) Joe Ganem, president & CEO, GT Software; Gail Schultz, executive editor,
Web Services Journal; Miles Silverman, vice president of advertising sales,
SYS-CON Media; and Sal Apollo, vice president of sales, GT Software. GT Software
visited SYS-CON to discuss their new initiatives in the Web services field.

GT Software Announces Ivory Web Services Solution
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Middleware is Everywhere. Can you see it?
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MIDDLEWARE IS IBM SOFTWARE. Fans, broadcasters,

even players, are accessing every shot at PGA TOUR® 

events online — in real time. The scalable multiplatform 

technology of IBM DB2 integrates and manages 

information, allowing SHOTLink, the PGA TOUR’s ball-

following technology, to uplink and downlink every shot,

run all the numbers and tell the entire story — hole by hole.

Middleware for the on demand world. Learn more at ibm.com/middleware/information

1. Player attempts 30-foot chip.

2. Operator measures distance.

3. Stats entered into PDA.

4. SHOTLink truck transmits data.

5. Broadcaster broadcasts a “birdie!”
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